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Os Sistemas Ciberfisicos (SCF) podem ser vulneréveis a ataques passivo, e uma
das estratégias propostas na literatura para garantir a seguranga dos dados em SCF
abstraidos como Sistemas de Eventos Discretos em Rede (SEDR) é o forgamento
de opacidade. Neste trabalho, consideramos uma nova nocao de utilidade, chamada
utilidade de estado atual (UEA), na qual o receptor valido deve sempre ter certeza
do estado atual. Para atender esta nocao de utilidade, propomos duas abordagens
baseadas na segmentacao de rede, que é um metodo de seguranca que divide a rede
comunicagao em sub-redes isoladas para evitar que o atacante tenha acesso a todos
os dados comunicados na rede. Na primeira abordagem propomos uma segmentagao
de rede particionando o conjunto de eventos de forma que garanta a opacidade de
estado atual (OEA) em cada uma das sub-redes. O nimero de sub-rede impacta
diretamente no custo da implementacao, portanto propomos uma solucao 6tima
para encontrar a particdo com menor nimero de sub-redes. A solugao 6tima tem
uma alta complexidade computacional, entao, para implementar a segmentacao de
rede garantindo OEA mitigando o custo computacional, apresentamos uma solucgao
sub-6tima para o problema. Na segunda abordagem, propomos uma estratégia para
garantir a OEA e a UEA para o receptor, baseada em criptografia e controle de
roteamento, denominado roteamento de eventos multicaminhos, no qual os eventos
sao redistribuidos e comunicados ao receptor por meio de diferentes sub-redes. Para
solucinoar a segunda abordagem, apresentamos um método com condi¢ao necessaria
e suficiente para calcular um autémato que representa todas as fungoes de trocas de

eventos que garantem OEA e UEA.
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Cyber-Physical Systems (CPS) can be vulnerable to passive attacks, and one of
the strategies proposed in the literature to ensure data security in CPS abstracted as
Network Discrete Event Systems (NDES) is opacity enforcement. In this work, we
consider a new notion of utility, called current-state utility (CSU), in which the in-
tended receiver must always be certain of the current state of the system. To address
this notion of utility, we propose two approaches based on network segmentation,
which is a security method that divides the communication network into isolated
subnets to prevent the attacker from accessing all the data communicated on the
network. In the first approach, we propose a network segmentation by partitioning
the event set in a way that guarantees current-state opacity (CSO) in each of the
subnets. The number of subnets directly impacts the implementation cost; there-
fore, we propose an optimal solution to find the partition with the fewest subnets.
The optimal solution has high computational complexity, so to implement network
segmentation guaranteeing CSO while mitigating computational cost, we present a
suboptimal solution to the problem. In the second approach, we propose a strategy
to guarantee CSO and CSU for the receiver, based on cryptography and routing
control, called multipath event routing, in which events are replaced and communi-
cated to the receiver through different subnets. To solve the second approach, we
present a method with necessary and sufficient conditions to compute an automaton

that represents all event replacement functions that guarantee CSO and CSU.
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Chapter 1
Introduction

Discrete event systems (DES) are systems whose evolution is driven by the occur-
rence of events [II, 2], and whose set of states is discrete. The act of pushing a
button by an operator, starting or ending a task, or the changing of a sensor state
are examples of events. This kind of systems can be observed in several applica-
tions, such as robotic systems, operational systems, manufacturing systems, and
data management.

It is important to remark that, in DES, events are defined as instantaneous
occurrences, that can change the system state. This avoids the adoption of math-
ematical formalism based on differential or difference equations to represent these
systems. Thus, it is necessary to adopt a mathematical formalism capable of dealing
with the characteristics of a DES. In order to model DES, the most common for-
malism are Petri nets and automata [IH5]. In this work, we use automata to model
DES. Several problems have been addressed in the literature considering systems
abstracted as DES, such as, supervisory control [6H9], state estimation [T0HI2], fault
diagnosis [13-20], and cyber-security [21H31].

A class of systems that, in some level of abstraction, can be modeled as a net-
worked Discrete-Event System (NDES), are the Cyber-Physical Systems (CPS). CPS
are the key element of Industry 4.0, where computational components are connected
to the physical plant by using communication networks, which may be vulnerable to
attacks [31H35]. In 2010, a cyberattack was discovered that targeted the supervisory
control and data acquisition (SCADA) systems and is believed to be responsible for
causing damage to the Iranian nuclear program. This attack was performed by the
computer worm Stuxnet. More recently, in 2022, hackers attacked Ukrainian en-
ergy facilities, trying to shutdown Ukrainian electrical substations. In 2024, several
pagers and walkie-talkies intended for use by Hezbollah exploded simultaneously in
two separate events, in Siria and Lebanon.

Cyberattacks can be classified as active or passive. The former are those in

which the attacker is capable of altering the system behavior, with the aim to vio-
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Figure 1.1: Summary of the types of cyberattacks

‘ Passive ’ { Active Attacks }

late data integrity and/or service availability [22H24], while the latter are those in
which the attacker does not alter the behavior of the system but aims to violate
data confidentiality [25H27]. Figure summarizes the types of cyberattacks [36].
Eavesdropping attacks are those in which the attacker seeks to gather information
by observing the transmitted message and, with that observation, learn the content
of the transmitted message and discover the secret of the system. In traffic analysis,
the attacker wants to obtain relevant information from the transmitted message but
cannot comprehend the content of the message, thus, to obtain relevant information,
the attacker uses the pattern of the transmitted information and gathers relevant
information from that pattern. Replay attacks require first that the intruder cap-
tures data from a transmission for a later retransmission to produce an unauthorized
effect. The denial of service is an attack that prevents or inhibits the normal use or
management of communications facilities. Another form of denial of service is the
disruption of an entire network by overloading or disabling the network. The data
modification attack means that part of a legitimate message has been altered. In a
masquerade attack an entity pretends to be a different entity, and usually includes
other form of active attack.

In this work, we focus on eavesdropping attacks. Even though eavesdropping
attacks do not alter system behavior, the information they compromise can be used
to execute active attacks, such as a Denial-of-Service (DoS) attack. This is partic-
ularly relevant for industrial networked automation systems, where ensuring high
availability is a primary requirement. In response, the adoption of cybersecurity
standards is gradually being enforced by legal directives on field and device-level
networks, such as the NIS2 European Union’s framework for cybersecurity [37].

According to the NIS2 directive, organizations should adopt a wide range of basic
cyber hygiene practices, evaluate their cybersecurity capabilities and, where appro-
priate, pursue the integration of cybersecurity enhancing technologies. Among the

security measures an organization should adopt is the physical or logical segmen-



tation of the network, resulting in a set of isolated and independent sub-networks,
or subnets. Segmenting networks limits lateral movements of attackers, protects
critical assets, and reduces the overall attack surface of a given system.

Network segmentation of controller-to-sensor communication into isolated sub-
nets creates the scenario where, if an attacker invades one of the subnets to observe
the communication traffic of the system, they will not have access to the communi-
cation traffic and information on the remaining subnets. This architectural isolation
not only mitigates the risk of common-cause failures by limiting an intruder’s obser-
vational capabilities to a single compromised subnet, but also provides a structural
foundation for formal security analysis.

In the context of NDES, different approaches are used to deal with passive at-
tacks, such as opacity (|38, 39] and references therein). Different notions of opacity
have been presented in the literature, that can by classified in two families, language-
based opacity (LBO) [40H42] and state-based opacity (SBO) [43H4§].

Regarding LBO, the system can be classified as strong opaque, weak opaque,
or not opaque [42]. A system is said to be strong opaque, or just opaque, if for
each secret sequence, there exists at least one non-secret sequence with the same
observation. On the other hand, a system is said to be weak opaque if, for some
secret sequence, there exists another non-secret sequence with the same observation.
In addition, if a system is not strong opaque nor weak opaque, then the system is
said to be not opaque.

The SBO is related to the capacity of the attacker to infer if the system is in a
secret state [43] [44]. Regarding SBO, different notions of opacity have been defined:
current-state opacity (CSO) [43H45]; initial-state opacity (ISO) [46]; initial-and-
final-state opacity (IFO) [47]; K-step opacity [44]; and infinity-step opacity [4§].

A system is said to be current-state opaque with respect to a set of secret states,
if the intruder is never capable of inferring a secret state of the system based on the
observation of events communicated through the attacked communication channels.
Initial-state opacity is related to the initial state of the system. It is considered that
the system has a set of initial states that are partitioned in secret initial states and
non-secret initial states. Then, after the system executes a sequence of events, the
system is said initial-state opaque if it is not possible to infer that the initial state
was a secret state or a non-secret state considering the observation of the events.
An extension of CSO and ISO is the initial-and-final-state opacity. Regarding IFO,
the secret is defined over a pair of states, and the system is said to be initial-and-
final-state opaque if the intruder is not certain if the initial state of the system is a
secret state and the final state of the system is also a secret state. K-step opacity
states that the secret is safe from the last K steps executed by the system until the

current moment, i.e., the intruder is not certain if the system was in a secret state



in the last k steps. When K is arbitrarily long, the system is said to be infinity-step
opaque.

In SABOORI e HADJICOSTIS [46], it is shown that LBO can be transformed
into ISO in order to apply supervisory control techniques. In CASSEZ et al. [49, 50],
transformations from LBO to CSO are presented. Finally, in WU e LAFORTUNE
[47], the relations between the notions of opacity are discussed and a map between
LBO, CSO, ISO and IFO is presented.

In this work, since we intend to protect the secret behavior modeled by secret
states, we consider the enforcement of current-state opacity.

Several methods to enforce current-sate opacity have been proposed in the liter-
ature, such as: (i) using supervisory control to restrict the system language [51H53);
or (ii) enforcing opacity by changing observations of events from the attackers’ per-
spective [20], [54], [55]. In this work, we focus on enforcing opacity by changing the
observations of the events.

A method to enforce opacity by using insertion functions is proposed in WU e
LAFORTUNE [56]. In this approach, a monitoring interface, placed on the system
output, receives each observation of the event executed by the plant and, if necessary,
inserts additional fake events prior to the observed event to mislead the attacker.
In this method, when successfully implemented, the attacker never infers the secret
behavior since, the inserted events cannot be distinguished from the original ones
by the attacker. In addition, after observing the insertion of events, the expected
behavior for the attacker must be the same as the expected behavior of the system
considering the plant event. It is assumed that the attacker knows the system model
but is not aware of the use of an insertion function. In WU e LAFORTUNE [57],
the problem of quantifying the insertion of events and synthesizing optimal insertion
functions is addressed. In JI et al. [58|, insertion functions are classified as privately
and publicly known. In the former, the attacker does not know that a defense
mechanism is being used [50, 57|, while in the latter the attacker is aware that a
defense mechanism is being used.

In KEROGLOU e LAFORTUNE [59], the embedded insertion function is in-
troduced, where the exact state that the system reaches after the execution of this
event is important to obtain the possible insertion of events. In JI et al. [54], it is
defined an energy function in which the energy is related to the insertion of events.
The energy can be consumed or increased depending on the system behavior and
the problem of using insertion functions to enforce opacity in systems optimizing
the energy function is addressed. In KEROGLOU et al. [60], instead of inserting
and reporting the events just after its occurrence, the defense mechanism stores a
number of events, modify the sequence by inserting events, and then communicate

the modified sequence. In LI et al. [61], the extended insertion function is proposed,



where, instead of inserting events only prior to the observed events, the extended
insertion function is capable of inserting fictitious events before and after the ob-
served event. In LI et al. [62], the extended insertion function is revisited, and the
events are inserted according to constraints that allow events from specified sets
of events to be inserted before and after the occurrence of an observed event. In
addition, a method to determine feasibility of an extended insertion strategy via an
appropriate verifier construction is provided, and, if possible, a strategy to make the
system current-state opaque under inserted language constraints is presented.

Edit functions are used in WU et al. [63] and JI e LAFORTUNE [64] to enforce
opacity. Edit functions can insert, delete, and replace event observations in order
to protect the secret from the attacker. As in the insertion function, the replaced
events and the inserted events cannot be distinguished from the original ones by the
attacker. Additionally, in JT e LAFORTUNE [64], the public-private enforcing is
discussed by using edit functions. In JI et al. [65], the edit function is extended to
allow nondeterministic editions, ¢.e., the edit function outcome is randomly chosen
from a pre-calculated set, and the intruder does not know the result a priori.

Different approaches of enforcing opacity by using edit functions continue to be
studied. In WINTENBERG et al. [66], the enforcement of K-step opacity using edit
functions is addressed. In DUAN et al. [67], an edit mechanism to enforce opacity
is presented, where the observable events for the defense mechanism are different
from the observable events for the attacker.

In MAYER et al. [68], different from the other methods proposed in the litera-
ture, where events are transmitted in the network, the transmitted information is
the status of system components, such as sensors, actuators, and local controller
memory variables. In this case, the system is modeled as a finite state transducer,
where each state of the model is associated with an output vector formed of signals
associated with the system components. Since the attacker observes state outputs
of a finite state transducer, current-state opacity based on state outputs (CSO-SO),
is introduced. A method to verify this property is also proposed.

A disadvantage of using opacity enforcers is that, in some cases, useful informa-
tion for the receiver can be obfuscated. Then, several works have been proposed
with a view to taking into account the security of the transmitted information and,
at the same time, its utility for the intended receiver [63), 69H74].

In WU et al. [63], the concepts of utility and privacy are presented. The notion
of utility used in WU et al. [63] is associated with geolocation, where the reported
position must be within a distance from the actual position to be considered useful.
In order to guarantee privacy, the sequences of events generated by the system are
obfuscated such that the secret positions are never reported by the system, and,

consequently, never inferred by the intruder. In CARDOSO et al. [69], the privacy



and utility of information are also addressed, and an obfuscation policy that can
report a secret state if the system is sufficiently far from the secret state, is proposed.
Thus, there is a trade-off between the notions of privacy and utility as defined in
WU et al. [63] and CARDOSO et al. [69].

In WINTENBERG et al. [70], it is proposed a strategy for obfuscation that
includes an inference interface to allow the intended receiver to interpret the ob-
fuscated information. The problem of finding an obfuscation policy that enforces
privacy and the capability of the intended receiver to infer when a secret state is
reached is formulated. In this approach, the intended receiver is not capable of
recovering the original message transmitted by the sender, but only infer secret
states.

In BARCELOS e BASILIO [26], it is proposed a strategy to enforce opacity
based on shuffling the order of observations of the events, and also the deletion of
the observation of the events to make the attacker always believe that the system
is in a non-secret state. In addition, it is presented a protocol to mitigate the
negative effect of opacity enforcement on the capability of a legitimate recipient to
accurately estimate the current state of the system. In BARCELOS e BASILIO [71],
the strategy presented in BARCELOS e BASILIO [26] to enforce opacity is updated
to not just mitigate the negative effect of opacity enforcers, but to consider the
utility of the information. The notion of utility defined in BARCELOS e BASILIO
[71], called utility-ensured, is such that a system is said to be utility-ensured if the
intended receiver is certain of the current state of the system when the system is in
a secret state.

Recently, in LIN et al. [72] and DUAN et al. [73], the utility of the information
is associated with fault diagnosis. In LIN et al. [72], an attack detection strategy
is proposed where it is considered that the intended receiver is a fault diagnoser.
Different from WU et al. [63], CARDOSO et al. [69], BARCELOS e BASILIO [71],
which consider passive attacks, in LIN et al. [T2], active sensor attacks are consid-
ered, and a method is proposed to verify if the diagnosability of the system language
under active attacks is maintained. More recently, in DUAN et al. [73], the intended
receiver is a fault diagnoser, and the intruder is capable of eavesdropping on all ob-
servable events of the system. In DUAN et al. [73], the information that must be
kept secret from the intruder is the occurrence of specific events. Thus, an obfusca-
tion mechanism is proposed to simultaneously conceal all secret event occurrences
and release all fault occurrences.

In MAYER et al. [75], a new notion of utility, called state-based transparency,
is presented. In this case, the useful information is whether a given property of
interest, modeled by a set of states associated with the property of interest, is valid.

A system is state-based transparent if the intended receiver is capable of inferring



that the system has reached a state where the property is valid before the system
reaches a state in which the property does not hold anymore.

It is important to remark that the methods proposed in WU et al. [63], CAR-
DOSO et al. [69], WINTENBERG et al. [70], BARCELOS e BASILIO [71], LIN
et al. [72], DUAN et al. [73], MAYER et al. [75] do not guarantee that the intended
receiver completely recovers the transmitted message, while keeping the secret in-
formation hidden from the attacker. An alternative to ensure that the intended
receiver is able to recover the original message is proposed in LIU et al. [74], where
it is assumed that the receiver is capable of distinguishing inserted events and re-
placed events from the original ones, while and the attacker is not able. The strategy
adopted in LIU et al. [74] to allow the receiver to distinguish original sequences from
obfuscated sequences is steganography, which is the technique of hiding data within
a non-secret message. The main drawback with this strategy is that steganogra-
phy is a weak security mechanism since once the strategy is discovered, the secret
information can be easily obtained [36].

An alternative to ensure that the intended receiver is capable of recovering the
original message is to use cryptography [25, 28, 29| [36] [76]. In cryptographic sys-
tems, a single key or two keys are used to cipher and decipher the message, in such
a way that only the intended receiver, who possesses the key, can recover the origi-
nal message. In this case, the attacker is aware of the use of a defense mechanism,
and may try to perform cryptanalysis to discover the secret message or the key. In
LIMA et al. [25], the property of confidentiality of DES with respect to an encryp-
tion function and a secret language is proposed, which is associated with the fact
that only the sender and the intended receiver are able to understand the transmit-
ted secret message. In LIMA et al. [28] a cryptographic scheme, called event-based
cryptography, is presented. In this scheme, the events are defined as changes in the
binary signals transmitted in the communication channels, and the cryptography
modifies the events in the application layer of the network, keeping the transmit-
ted data structure. In OLIVEIRA et al. [29], cryptography is used to protect the
system from active attacks in actuators. To ensure the integrity of the system, the
controllable events that are disabled by the supervisor are encrypted to avoid the
opportunity for the attacker to trigger events that would lead the system to unsafe
states.

In this work, we consider that the secret information is modeled by secret states
of the plant, and the attacker tries to infer that a secret state has been reached
by observing only part of the events. We also consider that the attacker knows
the plant model represented by an automaton and the communication architecture
used. The intended receiver considered in this work is any entity that receives data

from the plant through a communication network, such as a SCADA system or a



diagnoser. We also consider that the useful information for the intended receiver
is the knowledge of the system current state after the execution of any sequence of
events of the plant. Thus, data confidentiality must be guaranteed, i.e., only the
sender and intended receiver must be able to understand the transmitted message.
In this work we consider a new notion of utility, where the intended receiver is certain
of the current state of the system based on the observation of the communicated
events, called current-state utility (CSU). In order to guarantee data confidentiality,
we propose two approaches based on network segmentation. First, we propose to
apply a network segmentation with the aim of ensuring CSO for each of the subnets
in isolation [77]. After segmenting the network, or given a segmented network, there
may exist vulnerable subnets that, if the attacker invades these subnets, they could
discover the system secret. In these cases, we propose a strategy to ensure CSO and
CSU for the receiver based on cryptography and routing control, called multipath
event routing, in which the events are replaced and communicated to the receiver
through different subnets [27].

The method to implement the first approach consists of partitioning the set of
observable events such that the system is CSO with respect to the set of secret states
and the observation of the events of each subset of the partition, called partition
subset (PS), in isolation. Then, each isolated subnet is used to transmit the events
belonging to each one of the PS, i.e., the number of isolated subnets is equal to the
number of PS. Thus, if the attacker invades only one of the subnets, they cannot
discover the system secret. We call the problem of finding a partition of the ob-
servable event set, such that the system is CSO with respect to each one of the PS,
the segmented network current-state opacity (SN-CSO) problem. Since the cost for
implementing a segmented network increases with the number of isolated subnets,
it is desirable to find the minimum number of PS such that the system is CSO with
respect to each PS. The problem of finding the partition of the observable event set
with the smallest possible number of PS such that the system is CSO with respect
to each PS is called the Optimal SN-CSO (OSN-CSO) problem.

The OSN-CSO problem can be solved in two steps: (i) find all maximal subsets
of observable events such that the system is CSO with respect to the set of secret
states and the observation of events in these sets, called maximal subsets for opacity
(MSO); (iz) obtain a partition of the set of observable events with the minimum
number of PS from all the MSO. We show that Step (i) is, in the worst-case, ex-
ponential in the number of system events and exponential in the number of system
states. Thus, we present sufficient conditions to mitigate the computational com-
plexity of finding the MSO. Step (i7) leads to the classical set covering problem [78].
Since the set covering problem is NP-hard, we present a greedy algorithm that leads

to a sub-optimal solution to the SN-CSO problem.
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Figure 1.3: Proposed defense architecture using the multipath event routing consid-
ering subnets 1 and 2 vulnerables.

To implement the second approach, the strategy called multipath event routing,
we propose to take advantage of the segmented network and we consider that part
of the subnets is vulnerable to eavesdropping attaks. Figure [1.2] represents the
communication architecture of a system with a segmented network in which the
attacker invades all vulnerable subnets. In this case, if it is possible to infer the
secret by observing the information transmitted through the attacked subnets, the
secret is exposed. The multipath event routing determines through which subnet
an event must be reported to the receiver after its occurrence, and which event will
be used as replacement for transmission in this subnet. In addition, the intruder
may not suspect that a security mechanism is being deployed. To do so, the events
communicated through the attacked subnets must lie within the behavior expected
by the intruder and the attacked subnets cannot be silenced for more than a given
number of event transmissions by the routing mechanism. The architecture of the
system with the defense mechanism is presented in Figure [I1.3]

Asin WU et al. [63], CARDOSO et al. [69], LIU et al. [74], to obtain obfuscation
functions for the multipath event routing, we adopt a game-like structure represented
by an automaton to model all obfuscation functions that ensure CSO, and then, we
compute from this automaton an obfuscation policy that also enforces CSU. Different
from WU et al. [63], CARDOSO et al. [69], LIU et al. [74], the game-like structure

automaton is obtained considering the proposed segmented network communication



architecture, which allows us to compute, whenever possible, an obfuscation policy
that enforces CSU without using other defense mechanisms, such as steganography.
In addition, since we adopt the enforcement of opacity to protect the secret, the
attacker must not raise suspicious that a defense mechanism is being used by the
lack of communication of events. Thus, the trivial solution of enforcing opacity by
erasing all transmissions on the attacked subnets is avoided. To do so, the defense
mechanism considers that the attacked subnets cannot be silenced for more than a
given number of event transmissions. Moreover, differently from WU et al. [63], LIU
et al. [74], we allow the attacker to estimate that the system is in a secret state if the
current state is not a secret one. By doing so, the number of obfuscation functions
that can be applied is increased, which also increases the possibility of finding an
obfuscation function that satisfies all desired conditions. To the author knowledge it
is the first work that presents an obfuscation policy that ensures CSO with respect
to the attacked subnets, avoiding silencing them, and ensuring CSU for the intended
receiver.

In Figure the security measures in the context of DES are summarized,
presenting the different approaches in the literature. The main strategies in DES to
protect the system against eavesdropping attacks are cryptograpy and obfuscation
policies to enforce CSO. The obfuscation policies can be separated into two categories
regarding the utility of the information: the methods that focus only in protecting
the secret; and the methods that protect the secret while maintaining any notion
of utility of the information. Regarding the methods that maintain the utility of
the information, the methods can be separated into two categories: state based
utility which are the methods where the utility is related to useful states; and event
based utility which are the methods where the utility is related to useful events.
Considering the state based utility, these methods are separated into four categories:
the methods in which the utility is related to the proximity to the useful state; the
methods in which the receiver is certain of the current state when the system is
in an useful state; the methods in which the receiver is certain that the system
is in any of the useful states; and the methods in which the receiver is certain of
the current state, i.e., ensuring CSU. This work, enforces CSO using obfuscation
policies while also ensuring CSU. However, this work takes advantage of a security
measure, network segmentation, to ensure CSU, avoiding an unsafe strategy like
steganography.

A preliminary version of the multipath event routing strategy has been presented
in REIS et al. [80] and REIS et al. [55]. In REIS et al. [80], it is proposed a method
to verify the existence of an obfuscation policy to enforce CSO on a segmented
network. In REIS et al. [55], it is proposed the computation of the opacity enforcer

map, where all obfuscation policies that ensure CSO are represented. It is important
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Figure 1.4: Summary of the security measures against eavesdropping attacks in the
context of DES.

to remark that the opacity enforcer map proposed in REIS et al. [55] is different from
the map presented in this work. The opacity enforcer map presented in this work
has different strategies to report events through the subnets, and forces the use of
attacked subnets to prevent them from being silenced for more than a given number
of event transmissions. In addition, the obfuscation map and the computation of an
obfuscation policy that also ensures CSU are not presented in REIS et al. [55].
This work is organized as follows. In Chapter [2] we present some theoretical
background regarding DES. In Chapter [3 the network segmentation strategy is pre-
sented, and we formulate the OSN-CSO problem. Since the OSN-CSO problem has
a high computational complexity, we present a suboptimal solution to the SN-CSO
problem. In Chapter [4] we present the multipath event routing strategy, the objec-
tives of the defense mechanism, and formulate the problem of finding an obfuscation
function that enforce current state opacity. We also present in Chapter 4] an algo-
rithm to represent how the intended receiver can understand the original message
and present a necessary and sufficient condition for the obfuscation function using
a multipath event routing strategy also ensures CSU. In Chapter [3], the conclusions

are drawn and future works are discussed.
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Chapter 2
Theoretical background

In Section [2.1] we introduce the notion of languages of a system and some operations
with languages, and in Section we present the model of a deterministic and non-
deterministic automaton, the language of these automata and some basic operations
using them. In Section [2.3] we present the notion of current-state opacity of DES.
Finally, in Section [2.4] we present the Hall Marriage Theorem that provides a nec-
essary and sufficient condition to determine if it is possible to choose one element
from each subset of a collection of subsets without repetition. We also present an

algorithm to compute a solution to this problem.

2.1 Languages

To introduce the concept of languages, it is first necessary to present some notations
and definitions. The set formed of all possible events is the “alphabet” denoted as
>.. The concatenation of events forms sequences. The language of a system is the
set of sequences that the system can execute. The length of a sequence, denoted as
||s||, is the number of events that form it, considering multiple occurrences of the

same event. The empty sequence ¢ is a sequence with zero length.

Definition 2.1 (Language [1]) A language defined over an event set X2 is a set of

finite length sequences formed of events in .

Example 2.1 Let ¥ = {a,b}. Then L = {e,b,ab,ba,bab,baba} is a language de-
fined over X. O

Since languages are sets, it is important to remark that all set operations can
be applied to languages, such as union, intersection, difference, and complement.
Some other operations can be applied to languages, such as the ones presented in

the sequel.
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2.1.1 Language Operations

Concatenation is an important operation related to the construction of sequences
from a set of events ¥ and languages. For example, the sequence baba is formed by
the concatenation of the sequence ba with the sequence ba. The sequence ba itself
is a concatenation of the event b with event a. It is important to remark that the
empty sequence ¢ is the identity element of concatenation operation, meaning that

Ee = e = cee = €.

Definition 2.2 (Concatenation [1]) Let Li,L, C X*, then the concatenation
Ly Ly is given by:

LiLy ={s=s152:(s1 € L1) and (sy € Ly)}.

According to Definition 2.2] a sequence s is in Lj Lo if it is formed by the con-
catenation of sequences s; € L; and sy € Lo.

Let us denote by ¥* the Kleene-closure of the set of events I, which consists of all
finite length sequences that can be formed using elements of ¥, including the empty
sequence €. Thus, a language L defined over X is a subset of 3*. The Kleene-closure

operation can also be applied to languages as presented in Definition 1.

Definition 2.3 (Kleene-clousure[l]) Let L C X*. Then the Kleene-closure op-

eration L* 1s given by:

L*={s}ULULLULLLU...

Consider now the sequence s = tuv, where t,u,v € ¥*. Then, t is the prefix of
s, u is the subsequence of s, and v is the suffix of s. Considering that t,u,v € X*,
then the sequences ¢ and s are also prefixes, subsequences and sufixes of s. The

Prefix-closure of a language L is defined as follows [I].

Definition 2.4 (Prefix-closure [1]) Let L C ¥*. Then the prefiz-closure operation
Pr(L) is given by:

Pr(L)={se ¥ : (3t eX")[st € L]}.

The prefix-closure of a language L is the set of all prefixes of all sequences of L,
consequently, L C Pr(L). A language L is said to be prefix-closed if L = Pr(L),
i.e., if all prefixes of all sequences of language L are also elements of L.

Other important operation applied to sequences and languages is the natural

projection, defined as follows [I]:
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Definition 2.5 (Projection [I]) Consider ¥, and X, such that ¥, C X. The

natural projection Pgr 1 XF — X is defined, recursively, as follows:

PEZT (e) = ¢,

o, if o €%,

PE(o)=9q
g, if o € X\X,,

P; (so) = P (s)Py (o) forall s € ¥* and o € X,
where \ denotes set difference.

The projection operation PEET (s) erases all events o € X\, from the sequences
s € ¥*. This operation can be extended to languages by applying the operation to
all sequences of the language.

Another important operation applied to sequences and languages is the inverse

projection, defined as follows [1]:

Definition 2.6 (Inverse projection [I|) The inverse projection PE ' : ¥t — 2
is defined as:

PE ' (t)={se X : P5(s) =t}. (2.1)

For a given sequence t, formed of events from ¥,., PEET_1 (t) produces a set formed
of all the sequences s that can be constructed from ¥ whose projection P (s) is
equal to t.

Similarly to the projection operation, the inverse projection can be extended to
languages by applying Equation to all sequences t that belong to the language.

The language of a DES is used to model the system behavior by representing all
sequences that the system is capable of executing. Nonetheless, the representation
of the system behavior using only their languages is not simple to work with. Con-
sidering this, we can use some formalism to describe DES as it becomes easier to

analyze and manipulate it. The formalism adopted in this work is the automata.

2.2 Automata

An automaton is a device that is capable of representing a language according to

well-defined rules, and is formally defined in the sequel [I}, 2].

Definition 2.7 (Automaton [I]) A deterministic automaton, denoted by G, is a

four-tuple
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G= (sz])fer)v

where X is the set of states, X is the set of events, f : X x ¥ — X 1is the partial

transition function, and xq is the initial state.

The function of active events of G is denoted by ' : X — 2% where ['g(7) =
{oc € ¥: f(z,0)!} , where f(x,0)! denotes that f(x,0) is defined. The domain of
the transition function can be extended to X x X*.

Graphically, an automaton can be represented by a state transition diagram,
which can reproduce all characteristics defined in GG. The state transition diagram is
formed of vertices and directed edges, represented by circles and arrows, respectively.
The states of the system are represented by the vertices and the transition between
states are represented by the edges. The events of ¥ associated with the transitions
appear as labels of the arrows. The initial state is represented by an arc with no

origin state. Example [2.2 shows an automaton and its state transition diagram.

Example 2.2 Consider an automaton G = (X,%, f,xy) with state set
X = {0,1,2,3}, event set = = {b,e,h}, transition function defined as
f(0,6) = 1,f(1,h) = 2,f(2,e) = 3,f(3,h) = 1, and The initial state xq is

0. The active event function given by I'¢(0) = {b}, T'c(1) = {h}, T'c(2) = {e},
L'¢(3) = {h}. The state transition diagram representing automaton G is depicted in
Figure (2.1, O

Figure 2.1: State transition diagram of Example .

In the following we present the definition of generated language [I].

Definition 2.8 (Generated language [1]) The generated language of an au-
tomaton G = (X, %, f,xo) is defined as:

L(G) ={s e X" : f(xg,s) is defined}

Additionally, for any automaton such that X # (), ¢ € L(G).

The language L(G) is composed of all sequences that can be generated by fol-
lowing the transitions of the state transition diagram starting at the initial state.
Consequently, since a sequence is only feasible if all its prefixes are also feasible,
the generated language L(G) is always prefix-closed. Furthermore, if f is a total

function over its domain, then L(G) = £*.
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Definition 2.9 (Nondeterministic Automaton [1]) A nondeterministic au-

tomaton, denoted by G, is a four-tuple

G =(Xg, %, fg,Xgyp),

Xg is the set of states, X is the finite set of events, fg : Xg x ¥ — 2%9 is the

nondeterministic transition function, and Xgo C Xg s the set of initial states.

The domain of the transition function fg can be extended to X¢g x ¥*, recursively
as: fg(x,e) = {z}, and fg(x,s0) = U cjy(ns) fo(y:0), for all s € ¥ and 0 € X.
The language generated by G is defined as L(G) = {s € £* : (3xy € Xo)[fg(z0, $)!]}

2.2.1 Operations on automata

There are several operations that can be applied to automata, which can be sepa-

rated into two groups: unary and composition operations.

Unary operations

Unary operations are applied to a single automaton, altering its state transition dia-
gram, but keeping its event set the same. In the following, we present the accessible

part of an automaton.

Definition 2.10 (Accessible part [1]) Consider automaton G = (X,X, f, o).
The accessible part of G, denoted as Ac(G), is defined as:

AC(G) = (Xaca E, faca wO)a

where Xoe = {x € X : (Is € X9[f(xo,s) = ]} and foe : Xoe X ¥ — Xue. The
transition function f,. differs from the transition function f due to the restricted

domain of the accessible states X,..

In the accessible part of an automaton G, the states which are not reachable
from the initial state xy and its associated transitions are erased from . Note that

this operation does not modify the generated language of G.

Composition operations

Composition operations applied to DES modeled by automata are those that allow
us to combine automata, resulting in a new automaton.

In general, complex systems are formed of several components, which work to-
gether to accomplish their tasks. It is possible that those components have particular

events. The usual way to obtain the global model of the system from the model
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of its components is by making the parallel composition of the component models.
The parallel composition allows each component to maintain its private behavior
and synchronize only the common events of the components. In the following we

present the formal definition of the parallel composition.

Definition 2.11 (Parallel composition [I]) Let G; = (Xi,%4, fi,201) and
Gy = (Xo,%9, fo,x02) be two automata. The parallel composition of Gy and G

results in automaton:

G1||Ga = Ac(Xy x Xo, X1 U X9, fijj2, (Zo,1, %02)),

where

;

(f1($170)7f2<x27‘7)>7 ZfO' € FGl(xl)mFGz(xQ)
(fl(mlao-)’l?)? ifU € FG1 (:131)\22
f1||2(($1,5132)70) = .
(21, fo(22,0)), if o € Tg,(22)\X1
\ undefined, otherwise.

It is important to remark that in the parallel composition an event o € > N 3
can only occur in the composed automaton G ||Gy if it is simultaneously enabled in
both states of Gy and G5. The private events, on the other hand, can be executed
whenever possible in its automaton, i.e., events in 31\Y, can occur in G;||G5 when
possible in G and events in ¥5\¥; can occur in G1||G2 when possible in Gj.

The generated language of the parallel composition G1||Gs is obtained by using
the natural projections PEZZ_IUEZ = (X1 UXy)* — XF , for i = 1,2. The generated lan-
guage of the parallel composition is L(G||G2) = PEleUE;l (L(Gh)) ﬁPEZ;UE;1 (L(G9)).

In the sequel we present an example of parallel composition.

Example 2.3 Let Gy = (X1,%4, f1,201) and Gy = (X, X9, fo,202) be two au-
tomata, with event sets ¥y = {a,b,c} and Xy = {a,b}, whose state transition dia-
grams are presented in Figures and respectively. The automaton Gpe, is
obtained by making the parallel composition between Gy and Gy, Gper = Gy || Ga,
which is presented in Figure|2.5. O

2.2.2 Automata with partially observed events

In real word systems, the observation of the occurrence of all events is a very difficult
task. The number of sensors and the position where they must be placed in order

to provide the information for the occurrence of events usually make it impossible
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Figure 2.2: Automata G; and G5 of Example .
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Figure 2.3: Automaton G, of Example .

to observe all events of interest. To represent that, we introduce the notion of

unobservable events. Thus, the event set X

Definition 2.12 (Unobservable reach [1]) The unobservable can be partitioned
as X = X,UX,,, where U represents the disjoint union.
The unobservable reach of a state x € X is defined as follows: reach of a state

z € X, denoted by UR(x), is defined as:

UR(x) ={y € X : (3t € X)) [f(x, 1) = y]}-

The unobservable reach can also be defined for a set of states B € 2% as:

UR(B) = | J UR(z)
zeB

The unobservable reach of a state x is the set of states composed of all states
reached from z by sequence of transitions labeled with unobservable events and the
state itself. It is possible to build a deterministic automaton from G that generates
the observed language of G, PZEO(L), using the unobservable reach. This automaton
is called the observer automaton of G, denoted as Obs(G,%,) [I]. To do so, the
states of the observer automaton are the state estimates of the system. Since the
states are the state estimates, the number of the states of the observer automaton
may grow exponentially because each state of te observer automaton is in 2.

In the sequel, we present an example of the construction of the observer
Obs(G, %,) of G.

Example 2.4 Consider automaton G shown in Figure [2.4d. The set of states is
X =10,1,2,3} and the set of events is X = {e, h,01,09}, where X, = {e,h} and
Yuo = {01, 02}. The observer automaton of G, Obs(G,%,), is shown in Figure[2.4Y

Let us suppose that sequence s = hoieh has been executed. In this case, the observed
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sequence is PEEO(S) = heh, where PZEO : XY — Y. After observing the sequence
heh, it is impossible to be certain in which state the system 1is, but it is possible to
estimate it, and in this case the estimated states are 1, 2 and 3. This can be seen

m Figure where each state represent the state estimate of G after observing a

trace s € PZ (L). O
h €
e
€ > 01 —{ 0 1,2,3
N
09 3
(a) Automaton G. (b) Obs(G, %,).

Figure 2.4: Observer Obs(G, ¥,) of Example 2.4,

2.3 Current-state Opacity

Opacity is an important information flow property related to privacy and security. A
system is said to be opaque if an intruder observes the information flow and cannot
infer that the secret has been revealed. In this section, we present a notion of opacity
that is based on states. In this notion, the secret information is modeled as a set
of states, called set of secret states, Xg C X. In this work, the notion of opacity is
related to the current-state of the system, the objective is that the intruder cannot
infer that the current-state of the system is a secre state, and this notion is called

current-state opacity.

Definition 2.13 (Current-State Opacity [56]) Given G = (X, X, f, ), a pro-
jection PEEO, a set of secret states Xg C X, and a set of non-secret states Xyg =
X\ Xs, G is current-state opaque if Vt € L(G) satisfying f(xo,t) € Xg, I’ € L(G),
such that f(zo,t") € Xyg and PZ (t) = PZ (t'). O

Example 2.5 Let us consider the system modeled by G, presented in Figure
where the generated Language is L(G) = {Pr(bac), Pr(acb)}, ¥, = {a,c}, and
Yuo = {b}. Also, consider Xg = {3}. Thus, it is possible to say that G is CSO with
respect to Xg and Pgo since the secret state 3 is reached from the initial state 0 only

with sequence t = bac and a non-secret state 6 is reached with sequence t' = acb and

Py (t) = P3 (t) = ac. O

According to Definition m if the system is CSO with respect to Xg and Pgo,
then the attacker is not able to infer when the system reaches a state in Xg by

observing only the events generated by the system that belong to ,.
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Figure 2.5: Automaton G for Example .

It is important to remark that the verification of CSO with respect to Xg and
P} is PSPACE-complete [49], and has, in the worst-case, exponential complexity
with respect to the number of system states [42], since it requires the computation
of the observer automaton of G, G s = Obs(G,%,). The system G is not CSO with
respect to Xg and P, if, and only if, G, has at least one state formed only of states
of Xg. Thus, the verification of CSO is carried out with complexity O(21X1).

2.4 Complete Sets of Distinct Representatives

In this section, we present a method to verify a necessary and sufficient condition
for situations where distinct elements can be chosen from a collection of overlapping
finite sets and a method to make these choices, which will be used to ensure CSO
and CSU.

2.4.1 Hall’s Marriage Theorem

The Hall’s Marriage Theorem [81] gives a necessary and sufficient condition for
situations where distinct elements can be chosen from a collection of overlapping
finite sets. For example, consider a group of women, and each woman has a set
of men she intends to marry. Hall’s Marriage Theorem provides a necessary and
sufficient condition to determine whether it is possible for each woman to marry
a different man. The Theorem has two equivalent formulations, the combinatorial
formulation and the graph theoretic formulation. The former is related to whether a
finite collection of sets has a transversal, which is whether an element can be picked
from each set without repetition. The latter is related to whether a finite bipartite
graph has a perfect matching, which is a way to match each vertex from one group

uniquely to an adjacent vertex from the other group.

Combinatorial Formulation

Let S ={ay,a9,...,a;} beaset and F = {Fy, F,,..., F,,} be a family of subsets of
S, where ¢ > m. Consider the problem of verifying the existence of complete sets
of distinct representatives (CDR) for the family F', i.e., a set of m distinct elements

of S, ay,as,...,a,, such that a; € F;, for each ¢ = 1,2,...,m. Then, the following
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theorem provides a necessary and sufficient condition for the existence of a CDR for
the family F' [§T].

Theorem 2.1 Let S = {ay,as,...,as} be a set and F' = {F,Fy,...,F,} be a
family of subsets of S, where ¢ > m. Let I, ={1,2,...,m}. Then, there exists a
CDR for F if, and only if, for all B € 2!,

1€B

|B| <

Example 2.6 Consider family F = {F, F5, F3, F,}, where Iy = {A, B,C}, Fy, =
{B,C}, F3s ={C,D}, and Fy = {A,C,D}. The set S is formed as F1UFy,UF3UFy.
Thus, S ={A, B,C,D}. Let us now verify the existence of a CDR for family F.
Let I, = {1,2,3,4}. Note that for all B € 2™, |B| < 'UieB Fz‘ For example,
if B ={2,3}, |B| =2 < |{B,C,D}| = 3, and, in this case, a solution could be
choosing { B} for family Fy and {D} for family F3. Since there exists a solution for
all B € 2™, then, there exists a CDR for family F. U

Example 2.7 Consider family F = {Fy, Fy, F3, Fy, F5}, where Fy = {B,C}, F;, =
{B,C,E}, F3 ={C,D}, Fy = {B,C,D}, and F5 = {B,D}. The set S is formed
as FLUF,UF3UFyUFs. Thus, S ={A,B,C,D,E}. Let us verify the ezistence of
a CDR for family F.

Let I, = {1,2,3,4,5}. Note that if B = {1,3,4,5}, |B| = 4 > |{B,C,D}| = 3.
Thus, there does not exist a CDR for family F. O

2.4.2 Edmonds-Karp Algorithm

For a selected family F', after verifying if there exist a CDR for F' with Theo-
rem , it is possible to obtain a CDR using the Edmonds-Karp algorithm [82].
The Edmonds-Karp algorithm was originally presented for obtaining the maximum
flow in a flow network, but with adjustments, can be used to obtain a CDR for a

family F as presented in Algorithm [I]

Example 2.8 Consider family F' = {F, Fy, F3, F,} presented in Ezample
where [y = {A, B,C}, Fy ={B,C}, F3 ={C,D}, and Fy = {A,C, D}. In Ezample
s shown that there exists a CDR for family F'. Now, let us find a possible CDR
with Algorithm [1]

In line 1 of Algorithm[1] the vertex for Fy, Fy, F3, and Fy are created. Then, in
line 2, the vertex for A, B,C, and D are created. In lines 3 to 5, each vertex that
represent F; is connected to each element e € F;, labeled with 0/co, for example, F

is connected with A, B, and D. In line 6, a source vertex, s, is created, and, in lines
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Algorithm 1: Edmonds-Karp algorithm [82] applied to obtain a CDR for
family F

Input : Family F', set of elements S.
Output: a CDR solution

1 Create a vertex for each element F; € F;

2 Create a vertex for each element in e € S

3 foreach F; € I’ do

4 ‘ Connect F; to the elements of e € S such that e € F; labeled with 0/00
5 end

6 Create a source vertex s;

7 foreach F; € I’ do

8 | Connect s to F; labeled with 0/1

9 end

10 Create a destiny vertex d;

11 foreach e € S do

12 | Connect e to d labeled with 0/1

13 end

14 while there ezists a connection between s and F; labeled with 0/co do

15 Find the shortest path from s to d in which the connection between s

with F; and e with d are labeled with 0/1;
16 Update the labels from the connections s with F; and e with d to 1/1;

17 Update the labels from the connection from F; to e from 0/00 to 1/00;
18 Update the labels from the connection from e to F; from 1/00 to 0/00;
19 end

20 The solution of the CDR is, for each Fj, the element in which the
connection is labeled as 1/00.

0/1

0/1

0/1

0/1

Figure 2.6: Edmonds-Karp algorithm example.

22



1/1
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0/1

Figure 2.7: Edmonds-Karp algorithm example.

7to 9, s is connected to Fy, Fy, F3, and Fy, each connection labeled with 0/1. Then,
in line 10 a destiny vertex, d, is created, and in lines 11 to 13 each element e € S
is connected to d labeled with 0/1. This steps are represented in Figure .

Then, in lines 14 to 19 the choice of the distinct representative e € S for each
family F; is performed. First, the shortest path from s to d must be selected. At this
point, there are several paths with the same length. Thus, let us choose (s, F1, A, d).
Then, according to line 16, the label of the connection from s to Fi is updated to
1/1. According to line 17, the label of the connection from Fy to A is updated to
1/00, and, according to line 18, the label of the connection from A to d is updated
to 1/1. Then, since the label of the connection from s to Fy and from A to d are
1/1, then it is not possible to connect s to Fy nor A to d again.

Then, let us choose the paths (s, Fy, C,d) and (s, F3, D,d), and update the labels
according to lines 16 to 18. Figure represents how the choices have been made,
i.e., {A} was chosen to Fy, {C} was chosen to Fy, and {D} was chosen to Fj.
The blue arrows are highlighted to represent the paths already defined. Note that the
vertex Fy connects with the vertex A, C and D, and these vertex cannot be connected
to vertex d since their flow is already fulfilled. In addition, it is possible to choose
the path (s, Fy, C, Fy, B, d), and according to line 18, since the connection from C' to
F; is labeled with 1/00, it is updated to 0/oc. The result is presented in Figure
where the chosen paths are highlighted in blue. Thus, the CDR solution obtained
following the steps of Algorithm 1| is choosing {A} for family Fy, choosing {B}
for family Fy, choosing {D} for family F3, and choosing {C} for family Fy. It is
important to remark that choosing {C'} for Fy was a wrong choice that would lead to
a no solution of the CDR problem. However, Algorithm[1] correct this wrong choices
with the procedure in line 18. Thus, it is not necessary to restart the choice of the

elements, resulting in the reduction in the computational complexity. 0
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1/1

1/1

1/1

1/1

Figure 2.8: Edmonds-Karp algorithm example.

The computational complexity of Algorithm |l|is O (|[V'| x |E|?), where V are the

vertex and F are the edges.

2.5 Concluding remarks

In this chapter, the background of DES has been presented. This background in-
cludes the definition of languages and their operations, the automaton formalism to
represent DES, automata with partially observed events, and the concepts of opacity
of DES. In addition, we have also presented the Hall’s marriage theorem [81], which
provides a necessary and sufficient condition for choosing distinct elements from
a collection of overlapping finite sets. We have also presented the Edmonds-Karp
algorithm [82] to obtain a CDR for a family F. In the next chapter, we present a
new method to enforce current-state opacity, focusing on networked discrete events

systems, using network segmentation.
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Chapter 3

Network Segmentation with the Aim
of Ensuring Current-State Opacity

In this chapter, we propose a new approach to enforce current-state opacity (CSO) of
cyberphisical systems (CPS) abstracted as networked discrete eventsystems (NDES).
We assume that the NDES communicates with an external observer through one
communication network, and that this network is vulnerable to eavesdropping at-
tacks. We consider that the secret information is modeled by secret states of the
plant, and the attacker is capable of observing the events transmitted through the
attacked network. Thus, after a successful attack, the attacker is capable of infer-
ring the system secrets. We also consider that the attacker knows the plant model
represented by an automaton. The external observer considered in this work is any
entity that receives data from the plant through a communication network, such as
a supervisory control and data acquisition (SCADA) system, or a diagnoser. The
proposed method uses a network segmentation approach to split the communication
of the events into different subnets and we assume that the attacker is capabe of
invading only one subnet at a time. To protect the system, we propose to split the
communication of the observed events into different subnets in a manner that the
attacker is not capable of inferring the secret states after invading one subnet, i.e.,
CSO is ensured considering the events communicated through each subnet individ-

ually.

3.1 Optimal segmented network current-state opac-

ity problem

Let us consider that the CPS is abstracted as an NDES, modeled by automaton
G = (X, %, f,z0), and let us consider that all events of ¥ are transmitted to an

intended receiver, which monitors the system behavior. Let us also assume that the

25



Intended
Receiver

Sensors

Sensor 2
() |
0 | {(subnetB

ssssss

Figure 3.1: Segmented network where only one subnet is attacked.

system secret is modeled by a set of secret states Xg C X. Since all events of ¥ are
observable for the intended receiver, then GG is not current-state opaque with respect
to the set of secret states Xg and the observation of the events of X.

Since communication networks are used for the transmission of event occurrences
between the plant and the monitoring system (intended receiver), the transmitted
information is subject to eavesdropping attacks, where the intruder invades the
communication network with the aim of discovering the system secret. If an at-
tacker successfully invades the communication network, then they can observe all
the events communicated through the invaded network and the secret is revealed.
Thus, strategies must be employed to ensure the security of the system. Among
the security measures that can be adopted, we use the network segmentation, which
consists of separating the network into isolated and independent subnets, limiting
lateral movements of attackers. Thus, if an attacker invades only one subnet of the
segmented network, then they can only observe the events transmitted through this
specific subnet.

Let us assume that the attacker can invade any subnet of the segmented network
but only one at a time, as depicted in Figure 3.1} Since the secret of the system is
modeled by secret states, then, it is necessary to ensure that the system is current-
state opaque with respect to the set of secret states and the observation of the
events transmitted in each subnet of the segmented network. Thus, the choice of
which events are transmitted through each subnet is crucial for guaranteeing the
security of the information. This leads to the need for partitioning the event set
as ¥ = X;UN,U...U%,, such that the system is CSO with respect to Xg and
Pzzi : X = ¥r for e = 1,...,n. After obtaining the partition, each subnet is used
for the transmission of events belonging to a given subset ;. In this case, the
number of isolated subnets of the segmented network is equal to n. Each subset
Y; is called, in this paper, a partition subset (PS). We call the problem of finding
a partition of the event set, such that the system is CSO with respect to each one
of the PS, the segmented network current-state opacity (SN-CSO) problem. In the

following we present a system in which the network segmentation was applied in
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Figure 3.2: Automaton G representing the system.

two different cases. In the first case, if the attacker successfully invades one specific
subnet, then the secret is revealed. In the second, the system is CSO with respect
to any of the PS.

Example 3.1 Let G, depicted in Figure be the plant model, where X =
{1,2,3,4,5,6} and X = {a,b,c,d,e, f}. In addition, let Xs = {1,3} be the set
of secret states, which are marked in red in Figure[3.3. Let us now partition the set
of events in three PS, ¥1U¥oUYs3, where ¥ = {a,b}, X9 = {c,d}, and X3 = {e, f}.

In this case, to verify if the system is CSO with respect to each PS, we have to
compute the observer considering X1, Yo, and X3, depicted in Figures [3.3d, [3.50,
and|[3.3d, respectively. Note, in Figure[3.5Y, that the system is not CSO with respect
to Xg and PEE2 : X* — X5 since after observing event c, the only possible state for

the system is 3, which is a secret state.

C C
1,25 1,2,4,5,6
—11,3,4,5,6 2,4 o 3 oY

b _~ ~_ 7

(a) Observer automaton Obs(G, X1). (b) Observer automaton Obs(G,3s).

e

N

—{1,2,3,4 5,6

f
(c) Observer automaton Obs(G, X3).

Figure 3.3: Observer automata for partition ¥ = 3,U¥,UY3 for Example .

On the other hand, let us now partition the set of events in two PS, ¥ = YU},
where ¥} = {a,b,c}, ¥, = {d,e, f}. In this case, to verify if the system is CSO
with respect to each PS, we have to compute the observer considering ¥} and X,
depicted in Figures[3.4d and respectively. Note, in Figures[3.4d and that
1t 1s not possible to infer that the system is in a secret state. Thus, since the system
1s CSO with respect to Xg and PEE,l, and with respect to Xg and PEEé, the partition
¥ = YUY is a solution to the SN-CSO problem. O
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(a) Observer automaton Obs(G, X)). (b) Observer automaton Obs(G, X5).

Figure 3.4: Observer automata for partition ¥ = ¥{UX), for Example .

It is important to remark that the cost of the implementation of a segmented
network increases with the number of isolated subnets. Thus, it is desirable to find
a partition with the minimum number of PS satisfying the SN-CSO problem. The
problem of finding the partition of ¥ with the smallest possible number of PS is
called the optimal segmented network current-state opacity (OSN-CSO) problem,
formally defined as follows.

OSN-CSO Problem: Let G = (X, X, f,xy). Find a partition of the set of events
Y = X,UXU. .. U%,, such that the following two conditions are satisfied:

C1. G is CSO with respect to Xg and PEEi, foralli e {1,2,...,n}.

C2. For all event set partition ¥ = X;UN,U. ..U, where n’ < n, there exists
j€1,2,...,n such that GG is not CSO with respect to Xg and PEE],.

Example 3.2 Let us consider again the system G from Ezample[3.1, where X =
{1,2,3,4,5,6}, ¥ = {a,b,c,d,e, f}, and Xs = {1,3}. Also, consider the partition
Y = YUY, where X = {a,b,c}, Xy = {d,e, f} that is a solution to the SN-CSO
problem. Let us verify if the partition ¥ = Y(UN,, is a solution the OSN-CSO
problem.

Since G is CSO with respect to Xg and PEE,1 and is CSO with respect to Xg and
PEE,Q, Condition C1 1is satisfied. In addition, the system is not CSO with respect
to any PE  such that {c,d} C X, since if both events ¢ and d are observable, it
18 possible to be certain that the system wvisit secret state 3. Then, since events ¢
and d must be communicated through different subnets, these events are in different
PS. Thus, there must exist at least 2 PS, since if we have n’ =1 PS, we have that
> = 3 resulting in G being not CSO with respect to Xg and PZEJ,. Thus, the partition
¥ = 30X, is a solution the OSN-CSO problem. O

3.2 Solution to the OSN-CSO problem

We propose a solution to the OSN-CSO problem that is obtained in two steps:

(i) compute all maximal subsets of ¥, ¥,,,.; C X, called the maximal subsets for
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opacity (MSO), such that G is CSO with respect to Xg and Pgmwi SDVE 2D M
(77) form a partition of ¥ from the MSO with the smallest possible number of PS.
A straightforward method to compute all MSO is to verify the CSO of the system
with respect to each subset of ¥, and select the maximal ones. Thus, this search
has complexity O(2*!). However, as shown in the following theorem, in some cases,

the number of subsets of ¥ that must be verified to find all MSO can be reduced.

Theorem 3.1 Let G = (X, %, f,x9) be the automaton that models the system, Xg
be the set of secret states, and PEE1 X = XY and PZE2 : XF — X5 be projections,
where 31 C ¥y. Then, if G is not current-state opaque with respect to Xg and P,

then G is also not current-state opaque with respect to Xg and Ps,.

Proof: The proof is straightforward from the fact that if, for a sequence t € L(G),

there does not exist a sequence t' € L(G) such that Py (t) = PZ ('), then there

does not exist a sequence t” € L(G) such that Pg (t) = P, (t"). O
Using Theorem [3.1] the number of opacity verifications can be greatly reduced

if the system is not CSO for a subset of ¥ with a small number of elements.

Example 3.3 Let us consider again the system G from Ezample 3.1, where X =
{1,2,3,4,5,6}, ¥ = {a,b,c,d,e, f}, and Xg = {1,3}. In order to compute all MSO
it is necessary to compute 26 — 1 observers since the empty set does not need to be
computed.

However, According to Theorem the number of subsets of ¥ that must be
verified to find all MSO can be reduced. As shown in Example G is not CSO
with respect to Xg and {c,d}. Then, according to Theorem G is not CSO
with respect to Xg and any set X; that satisfies 3; O {c,d}. Thus, the number of
observers required to verify CSO is reduced from 63 to 48. U

It is important to remark that the opacity verification is based on the con-
struction of an observer automaton, and thus, has complexity O(21X1). In order to
mitigate the complexity of computing an observer automaton for each subset of X,

we present the following sufficient condition for non-opacity of the system.

Theorem 3.2 Let G be the automaton model of the system and ¥ C X. If there
exists xg € Xg such that, for all s € L(G) satisfying f(xo,s) = xg, there does not
exist a sequence t € L(G) such that f(zo,t) € X \ Xg and Pg (s) = P5,(t), then G

1s not current-state opaque with respect to Xg and Pzzk.

Proof: Let L(G,zg) = {s € L(G) : f(xg,s) = xg}. If there does not exist a
sequence t € L(G) such that f(z,t) € X \ Xg and Pg (t) = P5 (s), for all 5 €
L(G,zg), then the state estimate of Gy = Obs(G, %) contains only secret states
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after the observation of ng(s), for any s € L(G,zg), which shows, according to
Definition , that G is not CSO with respect to Xg and PEZk. U

According to Theorem [3.2] G is not current-state opaque with respect to Xg
and Py if the observation of any sequence s € L(G) that leads to a secret state
zrg € Xg, does not have the same observation of any sequence ¢ € L(G) that leads
to a non-secret state of G. Thus, after the observation of s the attacker is certain
that a secret state has been reached observing only the events in ;.

We present in Algorithm [2| a method to verify the sufficient condition for non-
opacity presented in Theorem[3.2] To do so, we first introduce the renaming function
v: X = 3, as follows: y(0) =0, if 0 € ¥y, and y(0) = 0, if 0 € ¥\ X, [16]. In
addition, X, = v(3) = U, ex{7(0)}.

Algorithm 2: Verification of the sufficient condition for non-opacity
Input : G, ;.
Output: D € {True, False}
Create automaton G, = (X, %,, f,, o), where f.(x,0) = f(z, o) for all
x € X and 0 € ¥y, and f,(x,0,) = f(z,0) for all z € X and 0 € X\ Xy;

Compute Gy = G||G, = (Xv, XU E,, fv, (zo, 0));
D = False;
for each z; € X5 do

if A(x1,25) € Xy such that x5 € X \ Xg then

‘ D =True
end

=

o g o vk W N

end

Note that Algorithm [2] suggests that, if automaton G and ¥ satisfy Theorem
8.2 then D = True. Before we present the proof of correctness of Algorithm [2] we

present the following lemma [83].

Lemma 3.1 Let G; = (X1,%1, fi,201) and Gy = (Xa, X9, fo,x02), where ¥y =
Yo =3, let ¥y C X, and let v be the renaming function.

Construct automaton G, = (X1,X,fy,%01), where ¥, = (),
o (z1,7(0)) = fi(z1,0), for all o € £1. Let Vis = G4,||G2 = (X,, Z0, fu, %o.).
Then, for every v € L(Vig) there exist t1 € L(G1) and ty € L(Gs), such that

Pg (t) = P (t2), and conversely.
Proof: See [83]. O

Theorem 3.3 Let G be the automaton that models the system and ¥, C Y. Then,
the output of Algorithm[9is D = True if, and only if, there exists xs € Xg such that,
for all s € L(G) satisfying f(zo,s) = xg, and for all sequence t € L(G) satisfying
f(xo,t) € X\ Xg and Pg (s) # P, ().
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Proof: Let s,t € L(G) be sequences of events such that f(zg,s) = x5 € Xg and
f(xo,t) = zys € X \ Xg. Let us also assume that Pg (s) = P5, (t). Let us call
sequences s and ¢, ambiguous sequences. Then, according to Lemma [3.1] there is a
sequence v € L(Gy), associated with the ambiguous sequences s and ¢, such that
fv((zo, x0),v) = (vg,2ns). Thus, the condition of line 5 of Algorithm [2| is false
for zg. If for all g € Xg there exist ambiguous sequences s and t, then the result
of the algorithm is D = False.

Let us consider that for all s € L(G) such that f(zg,s) = xg € Xg, there does
not exist a sequence t € L(G) such that f(zo,t) € X \ Xg and P (s) = Py (t). In
this case, according to Lemma , there does not exist a sequence v € L(Gy ) such
that fy ((zo,0),v) = (g, xNng) for any xys € X \ Xg. Thus, according to lines 4
to 7 of Algorithm [2 D = True. O

Example 3.4 Let us consider again the system G from FExample depicted in
Figure where X = {1,2,3,4,5,6}, ¥ = {a,b,c,d,e, f}, X = {c¢,d}, and
Xs = {1,3}. Let us verify the sufficient condition of Theorem by following the
steps of Algorithm[9 In line 1, automaton G, depicted in Figure[3.5Y, is computed
by renaming the events from X\ {c,d}. Then, in line 2, Gy = G||G, is computed,
depicted in Figure |3.6l. Finally, in lines 4 to 8 it is verified that, for 1 = 3, the
only state vy = (x1,x2) € Xy where x; = 3 is the state (3,3). Thus, there does
not exist a state (x1,x) € Xy such that x9 € X \ Xg for 1 = 3 and D = True.
Then, according to Theorem 3.3, for all s € L(G) satisfying f(xo,s) = 3, there does
not exist a sequence t € L(G) such that f(xo,t) € X \ Xg and P (s) = P (t).
Consequently, according to Theorem G is not CSO with respect to Xg and {c,d}.
U

(a) System G. (b) G, with events from ¥\ {c, d} renamed.

Figure 3.5: Automata G and G, for Example .

Theorem [3.3|shows that the verification of the sufficient condition for non-opacity
presented in Theorem can be carried out using Algorithm 2 Note that since
Algorithm [2| has complexity O(]X|*> x |X|), then it can be used to mitigate the
computational complexity of verifying CSO with respect to the observation of a
subset ¥, C X, i.e., Algorithm [2] can be used first to verify if G is not CSO with
respect to Xy, and if D = False, then the observer G), = Obs(G, X)) must be
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Figure 3.6: Automaton Gy = G||G., of Example , where ¥y = {¢,d}. The unique
state which has the secret state 3 as a coordinate is state (3, 3), represented in blue.

computed to verify if G is CSO, since it may be the case where G is not CSO with
respect to X but Algorithm [2] still returns D = False.

After computing all MSO for the system, it is necessary to find a partition of 3
with smallest number of PS to define the number of isolated subnets of the network,
and which events will be transmitted through each subnet. This problem is a set
covering problem, stated as follows [78].

The set covering problem: Given a set of elements S and a collection of subsets
of S, S;, where i = 1,... ,m, referred to as C' = {S1,S5s,...,Sn}, the set covering
problem is to identify a smallest sub-collection of S whose union equals S.

The set covering problem is known to be NP-hard [78|. Algorithms to solve the
set covering problem are presented in [84]. In the following, we present an example
of the solution of the OSN-CSO problem, by first computing all MSO.

Example 3.5 Let us consider again the system G from Ezrample depicted in
Figure [3.5d, where X = {1,2,3,4,5,6}, ¥ = {a,b,c,d,e, f}, and Xg = {1,3}. In
order to find a solution to the OSN-CSO problem, let us first compute all MSO.

To do so, the first step is the verification of CSO of G with respect to Xg and
each Xy, € 2%\ {0,X}. Then, the mazimal ones are selected as the MSO. Starting
with ¥y = {a}, we first verify, using Algorithm @ whether the sufficient condition
of Theorem is true for Xy = {a}. Since the verifier Gy, obtained considering as
the observable event set 3y, = {a}, has states x, = (r1,x9) € Xy such that x1 € Xg
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and r9 € Xyg, then the condition of Theorem 1s false and it is necessary to
compute the observer automaton Gy, = Obs(G, {a}), depicted in Figure[3.7 Since
there does not exist in Gy, a state x € X}, such that x C 2%, then G is CSO with
respect to Xg and Py .

a

0O

01,2,3,4,5,6

Figure 3.7: Observer automata G = Obs(G,{a}) for Example .

This procedure is repeated for each singleton subset {b}, {c}, {d}, {e}, and {f}.
In all cases the system is current-state opaque. Then, we need to verify if G is CSO
with respect to Xg and subsets of events with cardinality equal to two. We recall from
Example that the subset ¥y = {c,d} results in G being not CSO with respect to
Xs and {c,d}. Consequently, according to Theorem G is not CSO with respect
to Xs and all subsets 3}, O {c,d}, and as presented in Example[3.3, the verification
of CSO with respect to 15 subsets of ¥ is avoided.

Continuing with the search for all subsets of ¥ that leads to the CSO of G,
we obtain the following MSO: {a,b,c, f}; {a,b,d, f}; {a,b,e, f}; {a,c,e, f}; and
{a,d,e, f}. It is important to remark that only 41 of 62 observers were needed
to be computed in this case due to the property presented in Theorem and the
sufficient condition presented in Theorem[3.3. This shows the potential reduction of
computational cost that can be obtained using Theorems and (3.3,

After computing all MSO, a solution to the OSN-CSO problem can be computed
solving the set covering problem using any algorithm proposed in the literature. In
this work, since we have only five MSO, we have used the brute force method to
find a solution to the OSN-CSO problem. In this case, a possible partition is > =
{a,b,c}U{d, e, [}, which means that we can divide the network into two subnets for

event transmission ensuring CSO. U

Since the computational cost of solving the set covering problem can be very
high, several approximate algorithms are proposed in the literature. In the next
section, we propose an approximate algorithm that provides a sub-optimal solution

to the SN-CSO problem.

3.3 A sub-optimal solution to the SN-CSO problem

For complex and large systems with a high number of states, the computation of

the optimal solution to the SN-CSO problem can have a high computational cost.
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Thus, in this section, we present an approximate solution that avoids the exponen-
tial complexity of solving the set covering problem. The method is presented in
Algorithm

Algorithm |3|is a greedy algorithm that computes event sets that ensure opacity
by first adding events to the first partition set ¥, maintaining the CSO with respect
to X1. When it is no longer possible to add events to X1, that is, when >; becomes
an MSO, the second partition set ¥y is formed by searching in the remaining event
set Y., formed in line 14, for those that ensure CSO with respect to ¥5. The method
continues forming partition sets until all events of > have been added to one of the
PS. Note that in this method only set ¥; is necessarily an MSO.

It is important to remark that an advantage of the method proposed in Algo-
rithm [3] is that it is not necessary to compute all MSO to find a solution. This
reduces significantly the computational cost of finding a partition of the event set
that solves the SN-CSO problem.

Algorithm 3: Computation of a suboptimal partition of the set of events.
Input : G.
Output: Partition sets ¢, >0, ..., X,.

114 1;

2 D X

3 %, + 0

4 while ¥, # () do

for each 0 € X, do

if G is CSO with respect to Pzziu{a} 1Y = (3;U{c})" then

| B+ S u{o)k

else

10 | Z. S, U{oh

11 end

12 Y2\ {o}

13 end

14 Yie & 2

15 ¥, — 0;

16 141+ 1

17 end

© 0 N O !

Theorem 3.4 The computational complexity of Algorithm [d is O(|%[* x 21X1).

Proof: Note that the verification of line 7 of Algorithm [3|is carried out necessarily
for P{EU}, for all o € ¥. Thus, |X| CSO tests are carried out. Then, according to
lines 7 and 8, if G is CSO with respect to PEZN{J}, Y; is updated as 3; < X; U {c}.

Thus, in the worst-case, the test of line 7 is carried out at most w times.
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Since the verification of line 7 has computational complexity 2/X!, then Algorithm
is O(|%)? x 21X1). O

The number of subsets of ¥ that are tested in Algorithm (3| is O(]X]?), which
is much smaller than the methods proposed in the literature to find an optimal
solution to the set covering problem. Note that the verification of line 7 is still
exponential with respect to the number of system states since the verification of
CSO is PSPACE-complete. In this case, the result of Theorem can be used to
mitigate the computational cost of Algorithm [3]

Example 3.6 Let us consider again the system G from Ezrample depicted in
Figure [3.5d, where X = {1,2,3,4,5,6}, & = {a,b,¢,d,e, f}, and Xg = {1,3}. Let
us compute a sub-optimal solution to the SN-CSO problem using Algorithm [3

In line 1 of Algorithm [3, the counter i is initialized as 1. In lines 2 and 3, the
auxiliary sets X, and X, are initialized as X and (), respectively. Then, iteratively,
i lines 4 to 17, the PS are formed.

In line 6, it is verified if G is CSO with respect to Xg and PEEIU{U}, for each event
o € X, starting with ¥y = 0. Let 0 = a. Then, Algorithm[d is used to verify if G
18 CSO with respect to Xg and P{Ea} : 3% — {a}*. As presented in Example m the
condition of Algorithm[3 is not satisfied and the observer must be computed to verify
if G is CSO with respect to Xg and P{Za}. After computing the observer, it can be
concluded that G is CSO with respect to Xg and P{%}. Then, in line 8, ¥, < {a}
and in line 12, ¥ < {b,c,d,e, f}.

Let us consider that the next arbitrarily selected event in line 6 is o = b. Then,
in line 7, it is verified if G is CSO with respect to P{Ea’b} : X — {a, b} with the
help of Algorithm [3, which returns D = False, and so, the observer automaton
Obs(G,{a,b}) must be computed. The observer automaton, depicted in Figure[3.3d,
shows that G is CSO with respect to P{Ea’b}. Thus, in line 8, ¥1 + {a,b}, and, in
line 12, ¥. < {c,d,e, f}.

The procedure continues until the first partition set 3y = {a,b,c, f} is obtained.
Note that, according to the observer presented in Figure[3.8, the system is CSO with
respect to Xg and P since it is not possible to infer when the system visits a secret
state. In Figures[3.9d and[3.98, it is possible to note that the system is not CSO with
respect to the subsets {a,b,c,d, f} and {a,b,c,e, f} since it is possible to estimate
state 3 when observing the subset {a,b,c,d, f} and state 1 when observing the subset
{a,b,c,e, f}, Thus, ¥y is an MSO, which means that if any event is added to ¥,
then the current-state opacity is violated.

According to Algorithm [3, the next partition set ¥y is constructed from the re-
maining event set ¥.. = {d, e}, computed in line 14. By following the steps of Algo-
m’thm@ we then verify if the system is CSO with respect to P, : ©* — {d,e}* by

{d.e}
building the observer Obs(G, %), depicted in Figure where no secret state can
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(a) Obs(G, {a,b,c,d, f}). (b) Obs(G,{a,b,c,e, f}).

Figure 3.9: Observers considering sets {a, b, c,d, f} (a) and {a,b,c,e, f} (D).

be inferred by observing events d and e. Thus, 3y = {d,e} and since %, is empty,
meaning that events have been assigned to some partition set, the Algorithm[3 stops
and returns partition sets ¥ = {a,b,c, f} and Lo = {d, e}.

‘ 1,2,3,6
5 it ]
d

—{1,2,3 y 1727374:>d

Figure 3.10: Obs(G, 3,).

It is important to remark that only 7 observers have been computed in this exam-
ple to obtain a solution to the SN-CSO problem, which is a much smaller number
than the 41 observers computed in Example to find a solution to the OSN-CSO
problem. In addition, the solution obtained using Algorithm[3 also has two PS, which
means that, in this exzample, we have obtained an optimal solution to the problem us-
ing Algorithm[3. Another important observation is that we have used Algorithm[9 to
verify the condition of Theorem|3.4, which, in this case, has avoided the computation

of one observer automaton to verify current-state opacity. 0
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3.4 Concluding remarks

In this chapter, we have presented a new strategy to enforce current-state opacity
(CSO) while transmitting all events to the intended receiver without the need for
encrypting them. The method is based on the segmentation of the network into
isolated sub-networks, which limits lateral movements of the attacker, and choosing
the events that are transmitted through each subnet such that the system is current-
state opaque with respect to the observation of the events of each subnet in isolation.
We consider that the attacker is capable of invading one subnet at a time. We show
that the partitioning of the event set to satisfy the segmented network current-state
opacity (SN-CSO) problem has a high computational cost, since the verification
of current-state opacity is PSPACE-complete and the search for a partition with
smallest number of sets is NP-complete. Thus, we propose in this chapter, methods
to avoid the computation of observers to verify CSO, and a greedy algorithm to find
a sub-optimal solution to the SN-CSO problem.

In this chapter we considered that the attacker is capable of invading one subnet
at a time. However, it is possible that an attacker is capable of invading more
than one subnet. Thus, in next chapter, we present a method to protect the secret
information in a segmented network that can be used to defend the system for an

attacker that attacks one or more than one vulnerable subnets.
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Chapter 4

Enforcing current-state opacity using

multipath event routing

In this chapter, we present a method to enforce current-state opacity (CSO) and
current-state utility (CSU) of cyber-physical systems abstracted as networked dis-
crete events systems (NDES) using event replacement with a strategy called mul-
tipath event routing. The multipath event routing is based on cryptography and
routing control that leverages a segmented network architecture, in which events are
routed and communicated to the receiver through different subnets. We assume that
the NDES communicates with an external observer through different subnets, and
that some of these subnets are vulnerable to eavesdropping attacks. We consider
that the secret information is modeled by secret states of the plant, and the attacker
tries to infer that a secret state has been reached by observing only the events trans-
mitted in the attacked subnets. We also consider that the attacker knows the plant
model represented by an automaton, and that, differently from Chapter [3| where
only one subnet is attacked at a time, all vulnerable subnets are attacked at the
same time. The external observer considered in this work is any entity that receives
data from the plant through a communication network, such as a supervisory control

and data acquisition (SCADA) system, or a diagnoser.

4.1 System architecture and attacker capabilities

We consider in this chapter that there is a unique intended receiver, as shown in Fig-
ure [4.1] that receives the communication of event occurrences through a segmented
network. The segmentation of the network can be physical or logical, resulting in a
set of isolated and independent sub-networks, or subnets. In addition, we consider
that some of these subnets can be vulnerable to attacks. In these cases, each data

transmission path is predetermined between sender and receiver.
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Figure 4.1: Communication between the plant and intended receiver, where two
vulnerable subnets are attacked.

Let G = (X, 3, f, zo) be the plant automaton, and consider that the plant events
are transmitted to an external receiver through their own subnets SN;, as depicted in
Figure . Consider that the set of subnets indexes is denoted by I = {1,2,...,n}.
Then, each subnet SN;, for 7 € I, is used for the transmission of events in the set
¥, C X, where ¥, NY; = 0, for i # j, such that ¥ = U,%;. Thus, all events of
> are observable by those who receive the information from SN;, i € I. Since the
intended receiver gets information from all subnets, then all events are observable
for the intended receiver. Assume also that the observation of events is not subject
to delays or losses.

Let us consider that part of the subnets is vulnerable to eavesdropping attacks,
and let I, C I be the set of vulnerable subnets. Hence, the attacker is capable of
eavesdropping on all vulnerable subnets SN;, for ¢ € [,, at the same time. Then,
after the execution of a sequence of events s € L(G), the attacker observes P (s),
where PEEa 1 X* — X7 is a projection and ¥, = U;er,2;. In this case, if the system
is not CSO with respect to Xg and projection PEZQ, the secret can be inferred by
the attacker observing only the events in the vulnerable subnets. Thus, in order to
propose a defense mechanism in this paper, the following assumptions can be made

regarding the attacker’s knowledge and capability:

A1l. The attacker may invade the system at any time, and does not know the

current state of the plant when he/she invades the system;

A2. The attacker has partial observation of the system, observing only the events

in the attacked subnets;

A3. The attacker knows the complete system model and the communication archi-
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Figure 4.2: Naval fleet composed of an anti-submarine, an antiaircraft and a general
purpose ship where an enemy submarine eavesdrops the communication between the
anti-submarine and the command center.

tecture;

A4. The attacker and intended receiver obtain the same information from the ob-

served messages communicated through the attacked subnets.

According to Assumptions A1-A4, the attacker can construct the current-state
estimator of the system modeled by automaton G = (X, %, f, X), obtaining the
deterministic automaton G, = Obs(G, X,) = (X4, Xa, fa, To,a), Where each state of
X, is composed of the state estimate of X after the observation of a sequence of
events in L(G,) C X¥. Based on the state estimator G,, the attacker can infer
if the system has reached a secret state of the system if, after the observation of
s € L(Gy), fa(Toa,s) € 2%s. Thus, the security mechanism must be capable of
avoiding the intruder to be certain that a secret state has been reached when the
system actually reaches a state x € Xg. In the following, we present a practical

example to motivate the necessity to protect the vulnerable subnets.

Example 4.1 Let us suppose a naval fleet, composed of three ships, depicted in
Figure where each ship has a different role: an anti-submarine; an antiaircraft;
and a general purpose ship. These ships communicate with each other by short range
radio, and with a command center by long range radio. Consider that there exists an
enemy submarine that is interested in attacking the naval fleet. It is important for the
submarine to know if the anti-submarine ship is ready to engage or out of service, and
this information is communicated to the command center only by the anti-submarine
ship. Thus, since the useful information for the attacker is only communicated by
the anti-submarine, then the submarine tries to invade the communication between
the anti-submarine ship and the command center.

In this scenario, the automaton that models the status of each ship for the com-
mand center is represented by automaton G;, depicted in Figure[[.3. State N; rep-

resents that ship i is in normal operation, while state B; represents that ship i is out
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Figure 4.3: Automaton that represents the status of ship i.

Figure 4.4: Automaton G representing the naval fleet from the external observer
perspective. The red states are the secret states.

of service due to fire or flood in the machine room, for example. Additionally, event
b; represents that ship i is informing a breakdown to the command center, and event
r; represents that ship i has been repaired. The automaton that represents the model
of the complete system is presented in Figure [{.4)

The event set of the plant is obtained as 3 = 31 U Yo U X3, where 3y = {by,r1},
Yo = {bg, o}, and X3 = {bs,rs}. Thus, ¥ = {by,r1,bs,79,b3,73}. As the attacker
18 interested in discovering if the anti-submarine ship is ready to engage or out of
service and knows the system model, he/she will invade the subnet 1, SNy, that
communicates the events of the anti-submarine ship to the command center. Thus,
Yo =21 ={b,m}.

The secret states are, in this case, the states of the system associated with the
submarine ship out of service, i.e., the set of secret states is Xg = {(By, Na, N3),
(B1, B2, N3), (B1, No, Bs), (B1, By, B3)}. The state estimator, G, constructed by
the attacker is presented in Figure [{.5, where the states of G are renamed as pre-
sented in Table [{.1. Note that after observing event by, the aataker is capable to
infer that the system is in a secret state, i.e., the submarine is certain that the

anti-submarine ship is broke down and can engage the fleet. O

In the communication architecture proposed in this work, the intended receiver
observes all events communicated through subnets SN;, for ¢ = 1,2,...,n, and

we consider that the useful information for the intended receiver is the knowledge
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Table 4.1: States of plant G.

State New label
(N1, N2, N3) 0
(B1, N2, N3) 1
(B1, Ba, B3) 2
(N1, Ba, B3) 3
(N1, B2, N3) 4
(B1, B2, N3) 5
(N1, No, B3) 6
(B1, N2, Bs) 7

Figure 4.5: State estimator G, that represents the system observation from the
attacker’s perspective. The red state represents the state estimate composed of
secret states.

of the system current state after the observation of any sequence of events. This
notion of utility is called, in this work, current-state utility (CSU). We propose the
implementation of a security policy that ensures CSO and CSU. The security policy
replaces an event ¢ € X; that has occurred in the system with an event o € %,
and immediately reports ¢ to the intended receiver through subnet SN;, where ¢ is
not necessarily different from j. We call this technique multipath event routing. It
is important to remark that, as each event is transmitted through a unique subnet,
the output of the obfuscation policy is only the reported event &, i.e., the subnet
used for transmission is implicitly defined.

In this work, we consider that the attacker knows the system model, and does not
know the time interval between the occurrence of events in the system. However, in
practice, a relatively long period of time without communicating any event through
the attacked subnets may lead the attacker to deduce that a security mechanism
is being used. Let us consider that after an upper bound on the time elapsed
between the occurrence of events, b;, the attacker knows that the attacked subnet
SN; has been silenced by a security mechanism. Thus, to avoid the attacker from
detecting the use of a security mechanism, it must transmit an event through the
attacked subnet SN;, i € I,, after a predefined number n; of consecutive events of
YJ; have been reported to the external observer through other subnets, and if, in the
meantime, an event of ¥\ ¥; has not been replaced with an event of 3; and reported

in SN;. Note that the maximum value for n; depends on the system dynamics and
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on b;, and must be verified whether it is sufficient so that the attacker does not

suspect that a security mechanism is being used.

4.2 Formulation of the problem of enforcing CSO
and CSU

Let us now introduce the set of reported events of the plant to distinguish the
successful transmission of an event to the intended receiver from its occurrence in
the plant. The set of reported events is defined as ¥, = {0, : 0 € X}. It is
important to remark that event o, € X, is observed by the attacker and receiver
as the original event 0. The set of reported events in an attacked subnet SN; is
denoted by >, ,, € ¥,. Then, the set of all events reported through attacked subnets
is defined as ¥, , = Uijcr,Ya,,- The set formed of all events reported through non-
attacked subnets is given by 35, = X, \ Xq,,.

Let us define the projections PEZ;’W DM 2DV PZE:M DX — X7, and
PE% : X% — X7 Then, the state observer from the attacker’s perspective, can be
modeled by automaton G, , = Obs(G,,%.,) = (Xa,Xa,p, fap To.a), Where G, is
identical to G with all events o € X replaced with its corresponding event o, € X,.
Note that L(G,,,) = Pg:p(L(Gp)). Thus, the problem of ensuring CSO, with respect
to the set of attacked subnets SN;, ¢ € I,, and Xg, while also ensuring CSU, can
be formulated as follows.

Problem 1: Find function fgg: ¥* — X7, which represents the event replacement

function, such that the following conditions are satisfied:

C1. For all s € L(G) such that f(zg,s) € Xg, fa7p(a:07a,P§£p(§)) ¢ 2%s where
s = fER(S).

C2. For all se L(G), Py’ (3) € L(Gy.,), where § = fgp(s).

a,p

C3. For all s € L(G), there does not exist a sequence t € ¥*, where s = utv,
for u,v € ¥*, such that ||PE (t)|| > n, for i € I,, and fgr(s) = alv, with
N - S, 7
[all = l[ull, [t = [|¢]], and P57 (%) = €.

C4. fgr must be reversible, i.e., Vs1, 89 € L(G), frr(s1) = fer(se2) if, and only if,

S1 = So.

If Condition C1 is satisfied, then all sequences generated by the plant s, that
lead the system to a secret state x € Xg, are transmitted as s such that the attacker
does not estimate that the system is in a secret state based on his/her observation
of s, PEZ " p(.§) Condition C2 ensures that the observations by the attacker of all

transmitted sequences s, ngp(g), are feasible according to the state observer of
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Figure 4.6: (a) Automaton G representing the system. (b) State estimator G, from
the attacker’s perspective.
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G,, Go,p. Conditions C1 and C2 guarantee that CSO is ensured considering the
events transmitted in the vulnerable subnets as the observable events. Condition C3
ensures that there does not exist a subsequence t of a generated sequence s, such that
the projection of ¢ in an attacked subnet SN, Pin (t), has more than n; events and
none of the events of ¢ are transmitted through subnet SN, i.e., PEZ C’jp (t) = e. Thus,
Condition C3 guarantees that subnet SNV; must be used to transmit an event to the
receiver before n; event occurrences of ¥; without communicating any event through
SN;, guaranteeing that the attacker does not suspect that a defense mechanism is
being used by the absence of event transmissions. Condition C4 ensures the CSU
of the transmitted data for the intended receiver, which uses the inverse of fgr to
decipher the transmitted message.

Note that, according to the multipath event routing strategy, the transmission
of events is carried out event by event, and an event is immediately transmitted
to the intended receiver after the occurrence of a plant event. This implies that
if fer(u) = @, where u € L(G), then for all s = wv € L(G), where v € ¥*,
u € Pr(fgr(uv)).

Example 4.2 Let G, depicted in Figure be the plant model, where X =
{1,2,3,4} and £ = {a,b,c,d}. In addition, let Xg = {4} be the set of secret states
(marked in red in Figure . Let us also suppose that two different subnets, SNy
and SNy, communicate the occurrence of events to the external observer. The events
are separated according to the transmission subnets as 1 = {a,d} and 39 = {b, c}.

Let us suppose that subnet SNy is vulnerable to eavesdropping attacks. In this
case, Yo = 1. Thus, according to Assumptions A1-A4, the attacker can construct
the state estimator of the system G, = Obs(G,%,) = (Xa, La, fas Toa), depicted in
Figure |4.60, computed considering that any state of G can be the initial state of the
system. Note that G, represents the state estimate of the system by the intruder af-

*
%4

SNi. In this case, as depicted in Figure the attacker is certain that the sys-
tem is in a secret state when he/she observes event d, and, consequently, estimates
state 4. ]

ter observing a sequence of events in ¥, communicated through the attacked subnet

Example [4.2] presents a case where an attacker invades one subnet of the seg-
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Figure 4.7: Flowchart for the synthesis of automaton Gy from which all fgg that
satisfy Conditions C1-C4 can be extracted.

mented network and successfully discover the secret information. In next section,
we present a method to protect the secret information by enforcing current-state

opacity using event replacement.

4.3 Enforcing current-state opacity using event re-

placements

In REIS et al. [55], we propose a method to enforce CSO using event replacements
that does not consider the utility of the information for the intended receiver. Thus,
the obfuscation policy presented in [55] do not pursue reversibility (Condition C4).
Thus, we propose a modification in the method proposed in [55] to compute a
function fgpr which satisfies all Conditions C1-CA4.

The method proposed in this work consists of obtaining an automaton G from
which a function fggr that satisfies all Conditions C1-C4 can be extracted, as de-
picted in the flowchart of Figure[4.7 To compute Gy, it is first necessary to compute,
from G, the automaton G,; in which all possible fgr that satisfy Conditions C2
and C3 are represented. Then, automaton G4, is obtained from G, with a view to
satisfying also Condition C1. Finally, automaton G, in which all fzr that satisfy
Conditions C1-C4 are represented, is obtained from G 4.

In [55], to obtain automaton Gy, three automata are introduced: (i) G,, that
represents how each plant event o € ¥; can be reported to the receiver depending
on the vulnerability of subnet SN;; (ii) G, 4, that models the system state estimator
from the attacker’s perspective; and (iii) Gy, that models the restriction on the
obfuscation policy to avoid the silencing of the attacked subnet SN; for more than
a predefined value n;, for i € I,. Then, G = G||G,||G;.4||Gb is computed.

The first modification proposed in this work with respect to the method presented
in [55] is in automaton G,. According to Condition C4 of Problem 1, the intended
receiver must be capable of identifying the current system state after the observation
of any obfuscated sequence of events. Thus, differently from [55], it may be necessary
to communicate the occurrence of an event associated with a non-attacked subnet
as any other event to the intended receiver. To do so, after the occurrence of a plant

event o € X, any event e € X, can be reported. This behavior is modeled by the
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interleaver automaton G, = (X,, XUX,, f,, zo,), computed according to Algorithm .

In line 1 of Algorithm [4] the initial state xg, is created, and in line 2, the set of
states X, is initialized with z(,. In lines 3 to 8, for each event o € ¥, a new state
z, is created and added to the set of states X,. In addition, a transition from the
initial state z¢, to the new state z, is created labeled with event o, and a transition
from state x, to zg, is created labeled with all events e € ¥,. In the sequel, we

present the computation of the interleaver automaton G,, for the plant of Example

22

Algorithm 4: Computation of G,
Input : G, X,
Output: G, = (X,,XUX,, f,,x0,).

1 Create an initial state xg,;

2 X, = {'T07L};

3 for each ¢ € ¥ do

4 Create a new state x,;

5 X, « X, U{z,};

6 Define f,(x¢,,0) = x,;

7 Define f,(z,,€) = o, Ve € X,;
8 end

Example 4.3 Let us consider the CPS presented in Example[{.3, where the event
set of the plant is ¥ = {a,b,c,d}, and the set of reported events is ¥, =
{ap, by, cp,d,}. Following the steps of Algorithm |4}, the initial state xg, is created
in line 1 and the set of states X, is initialized as {xo,} in line 2. In the sequel, for

each event o € X, a new state x, is created.

Figure 4.8: Automaton G,

Starting with o = a, in line 4, state x, is created, and added to X, in line 5. In
line 6, a transition from xq, to x,, labeled with event a, is created. Then, a transition
from z, to xo, is created labeled with each event in ¥, in line 7. Algorithm

continues until automaton G, of Figure [f.8 is computed. U

In this work, differently from the method proposed in [55], it is considered that
if an event that should be transmitted on a non-attacked subnet, is transmitted

through an attacked subnet SN;, that transmission is taken into account to consider
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that the silencing of SN; has been broken. This is formalized in Condition C3 of
Problem 1. In Algorithm [5| automaton G, is computed to model the restriction on
the event replacement function to ensure Condition C3, considering the attacked
subnet SN;. Then, G = ||;er, G, is computed to take into account all vulnerable

subnets together.

Algorithm 5: Computation of Gg,.

Input :n;, X5, X, Yo,
Output: Gﬁi - (Xﬁw 2 U Epﬂ fﬁw xO,ﬁi)

1 Tog < (£,0);

2 ¢+ 0, Xg, < 0
3 while ¢ <n; do

1| Xp ¢ X5 U{(e,0), (n0)):
for ec ¥,\ %, do

‘ fﬁi((gu C)v 6) = (57 C)
end
for ecX,,, do

| fal(enche) = (2,0)
10 end
11 for 0 € ¥, do

12 | fo((e,0),0) = (v.c)

© 00 N o O

13 end

14 forec ¥, ,, do

15 | fa,((v.c),€) = (¢,0)
16 end

17 c+c+1;
18 if c—2> 0 then

19 foreec >, \ X,, do

20 ‘ fa,(v,e—2),e) = (e,c— 1)
21 end

22 end

23 end

In line 1 of Algorithm [F], the initial state 2, is defined as (¢,0). In line 2, the
counter c is initialized with 0 and the set of states Xp, is created as the empty set.
Then, from lines 3 to 23, as long as counter ¢ is smaller than or equal to n;, new
states and transitions of G, are created. In line 4, a pair of states, (¢, ¢) and (v, c),
is created and added to the set of states Xp,, where v represents the occurrence of
an event of ¥;. From lines 5 to 7, a self-loop labeled with all events e € ¥, \ X, ,
is created in state (e, c), and from lines 8 to 10, transitions are created from state
(€,¢) to (g,0) labeled with events of ¥, ,,, representing that an event that should
be transmitted through any subnet SN;, j # i, has been reported in the attacked
subnet SN;, avoiding that SNV, is kept silenced. From lines 11 to 13, a transition from

(g,¢) to (v,c) is created labeled with all events o € %;, representing that an event
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in the attacked subnet SN; has occurred. Then, from lines 14 to 16, a transition
from (v, c) to (e,0) is created labeled with all events e € ¥, ,., representing that an
event has been reported in SN;. Then, in line 17, the counter c¢ is incremented, and
finally, in lines 18 to 22, if ¢ — 2 is greater than or equal to zero, a transition from
(v,c —2) to (e,c — 1) is created labeled with all events e € ¥, \ 3, ,,, representing
that an event in SN; has been executed but reported through another subnet. In
the following, we present an example of the computation of automaton Gy ; for the

system presented in Example [4.2] when n; = 1.

Example 4.4 Consider again the CPS presented in Example [f.3, where the event
set of the plant is ¥ = {a,b,c,d}, and the attacked subnet is SNy. Thus, ¥, = X1 =
{a,d}. In this example, 3, = {a,,b,,cp,d,} and ¥, , = {a,,d,}. Letny =1, i.e.,
after the occurrence of an event of ¥ reported through another channel, if no other
event is reported using the attacked subnet SNy, the next occurrence of an event of
SNy must be reported through it.

In order to compute Gg,, the initial state xop, = (£,0) is created in line 1 of
Algorithm [ In line 2, a counter c is initialized as 0, and the set of states Xpg,
s wnatialized as the empty set. In line 3, as ¢ < 1, a loop is started, and Xpg, s
updated to {(g,0),(v,0)} in line 4. A self-loop is defined in state (e,0) with each
event in X, \ X4, in lines 5 to 7, and from lines 8 to 10, self-loop transitions are
created in state (¢,0) labeled with the events of ¥, ,,, representing that an event has
been reported in SNy. In addition, from line 11 to 13, in order to register that an
event in SNy has occurred, transitions from (£,0) to (v,0) are created labeled with
events in ¥, i.e., a and d. Then, from line 14 to 16, transitions from (v,0) to (e, 0)
are created labeled with events in X, ,,, i.e., a, and d,, representing that an event
has been reported in the attacked subnet. In the sequel, in line 17, the counter c is
incremented, and, as ¢ —2 = —1 <0, the loop is restarted with ¢ = 1.

Starting the new iteration with ¢ = 1, the set of states Xp, is updated to
{(&,0),(r,0),(¢,1),(v,1)} in line 4. From line 5 to 7, a self-loop is defined in state
(e,1) labeled with each event in ¥, \ X, ,,, and from line 8 to 10, transitions are
created from state (¢,1) to (¢,0) labeled with events from ¥, ,,, representing that an
event has been reported in SNi. From line 11 to 13, in order to register that an
event in SNy has occurred, transitions from (g,1) to (v,1) are created labeled with
events in ¥q, i.e., a and d. From line 14 to 16, transitions from (v,1) to (¢,0) are
created labeled with events in X, ,,, i.e., a, and d,, representing that the event has
been reported in the attacked subnet. Then, counter c is incremented to ¢ = 2 in line
17, and, as ¢ —2 =0, from line 19 to 21, transitions from (v,0) to (,1) are created
labeled with each event in ¥,\X, ,, = {b,,c,}.

Since, in this example, only one subnet is attacked, automaton Gpg is equal to

Gg,, depicted in Figure[{.9
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2o b,, ¢,

Figure 4.9: Automaton G, for Example

Note that state (e,0) represents that any event of SNy, a or d, has not occurred
yet, or has occurred, and one of the events a, or d, has been reported. State (v,0)
represents that an event of SNy has occurred but no event has been reported yet.
State (g,1) represents that an event in the attacked subnet SNy has occurred, and
an event from a non-attacked subnet, SNy has been reported. Finally, state (v, 1)
represents that two events of SNy have occurred and no event has been reported
through it. 0

After the computation of G, and Gp, a new automaton Gy = (X, 2 U
X, far, o) = G||G,||Gapl|Gp is computed, where G, , is constructed considering
the observation of the reported events in the attacked subnets and is equal to G,
except that the events o € ¥, are replaced with the corresponding events o € X, ,.
Note that PS> (L(Gyy)) = L(G), where PS> : (2 U ¥,)" = ¥*. In the following,

we present an example where Gy is computed for the plant of Example [4.2]

Example 4.5 Consider automaton G that models the behavior of the CPS presented
m Erample with Xg = {4}, where the events are separated according to the
subnets as X1 = {a,d} and X9 = {b,c}. Let us consider that subnet SN is vulnerable
to eavesdropping attacks and let ny = 1.

In order to compute automaton Gy = G||G,||Ga,l||Gp , where G, it is first
necessary to compute automata G,, Go,, and Gg. G, was computed in Ezample
and presented in Figure . Go,p = Obs(G,,%,,,) is equal to G, presented in
Fz'gure replacing events a and d with a, and d,, respectively, and is depicted in
Figure . Since the vulnerable subnet is only SNy, Gg = Gp,. Gz was computed
in Example [{.4], and is depicted in Figure [{.9 In this example, Gy has 40 states
and 79 transitions and is depicted in Figure[{.11], where its states have been renamed
due to lack of space. O

In the sequel, we show how to extract an event replacement function fggr from
G by following the steps of Algorithm [6] To do so, let us first obtain a partition
of the set of states of Xy = X1 U Xp2. In line 1, create set Xy = {zy €
Xy : Bz € X,3z, € Xo, 25 € Xp)|zy = (2,20, Ta,x5)]}, formed of all the
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Figure 4.10: Automaton G, , for Example .
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Figure 4.11: Automaton G, of Example .
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states such that all feasible events are plant events in . In line 2, create set
Xyo ={zm € Xy (Fr € X, 3, € X, 325 € Xp)[zym = (2,25, Ta, v5)]}, where
all feasible events are in »,. Thus, after the occurrence of a plant event o € 3,
from a state xz); € Xy, a state 2y, € Xy o is reached, and after the occurrence
of an event e € I'g,,(«,;), which represents how event o is reported to the external
observer, a state in X, is reached. Then, an event replacement function fgrp can
be extracted from G by erasing transitions labeled with reported events in X,
from states in X, obtaining a new automaton Gy, such that |I'¢, (zr)] = 1,
for all zjp; € X2 in line 3. Then, in line 4, taking the accessible part of G, we
obtain an automaton Gp = (Xp, XUX,, fp, o p), which represents the chosen event
replacement function fgr. Function fgg is extracted from Gp, as follows: for all
r € XpN Xy, find sp € L(Gp) such that © = fp(zgp,sp). Let s = PZEUE”(SP).
Then, fpr(s) = Py, *(sp), where Py : (SUX,)* — X,

Algorithm 6: Automaton Gp that models a fgr extracted from G,,.
Input : Gy, Xs.
Output: Gp = (XP, XU Ep, fp, xO,P)-
1 Create set Xp1 = {aoy € Xy (Fr € X, 3z, € Xy, F2 € X))oy =
(SC, L0, Loy 1’5)]};
2 Create set
Xyo={axy € Xy : (Fr € X, 3z, € Xy, 30s € Xp)[om = (2,24, Ta, 5)]};
Create automaton Gy = (X, X UX,, fy, 2o n) by erasing transitions labeled
with reported events in 3, from states in x5 € X372 such that
Tay (2a12)] = 1
Gp = (Xp, YU Zp, fp, J,’O,p> = AC(GN);

w

'

Example 4.6 Let us consider Gy computed in Example[{.5. For this example, to
obtain automaton Gy, let us choose events d, in state 1, d, in state 2, c, in state
6, d, in state 1, a, in state 17, d, in state 30, and a, in state 31. The others Xy
states will became non-accessible. Thus, for the sake of simplicity, their choices
are omitted in this example. After taking the accessible part of Gy in line 4 of
Algorithm [6, automaton Gp is computed, depicted in Figure [{.13 Function fgg,
extracted from Gy is modeled by Gp.

Note that, after the sequence sp = bd,dcyaa,cd, Gp reaches state 7. In this case,

the system has executed PEEUE”(

sp) = bdac, reaching state 3 of the plant, while the
defense mechanism communicates PZEPUZP(SP) = 5 = dyc,a,d,. Since the attacker
observes only the events communicated through subnet SNy, the attacker observes
PEE;’IJ(E) = d,a,d, and estimates that the system is in state 4.

In Theorem we prove that G, represents all possible fpr which satisfies

Conditions C2 and C3. Prior to Theorem [4.1] let us, first, introduce Lemma [4.1

51



//mc—p\@
Figure 4.12: Automaton Gp of Example that represents the chosen event re-
placement function frgrp.

Lemma 4.1 Let Gy = G||G,||Gap, and let fpr be an event replacement function.
Then, frr satisfies Condition C2 if, and only if, for all s = o109...0, € L(G),

there exists a sequence sy = 016510903 ... 0,0y € L(G3), where frr(s) = 6102 ... 0.

Proof: (<) Note that the interleaver automaton G, ensures that an event in
Y, is generated in G, after the occurrence of any plant event. Thus, for all
s = 0103...0, € L(G), there exists at least one sequence sy = 01610903 ...0,0; €
L(G3). Let fpgr(s) be defined as frr(s) = PEZ:JZ”(SQ) = §, for all s € L(G), where
P (5) = 5. Since Gy = G||G,|Gap,
then, PEW( 5) € L(G,,), i.e., fpgr satisfies Condition C2.
(=) Let s = 0103...0% € L(G), and consider that frr(s) = § = 6162...0%
satisfies Condition C2 for all s € L(G), i.e., Pg;’p@) € L(G,)p). Let us form sy, =

0101090 . . . 0x0}, and assume that sy ¢ L(G5). Since, according to the definition of

sy € L(G5) is a chosen sequence such that P

G, after the occurrence of an event in X, any event from >, can be transmitted, the
unique possibility for sy ¢ L(G3), is that ngp(é) ¢ L(G,,p), where § = nguzp(sQ),
which contradicts the assumption that fgr satisfies Condition C2. O

Theorem 4.1 Let Gy = G||G,||Ga,l|Gs, and let fpr be an event replacement
function. Then, frggr satisfies Conditions C2 and C3 if, and only if, for all s =
010y ...0, € L(G), there exists sy = 0161090 ... 0,0, € L(Gyr), where fgr(s) =

0'10'2 Uk-

Proof: Note that, since L(Gy) C L(Gs), then, according to Lemma [£.1] all the
event replacement functions represented in GG, also satisfy Condition C2.

(<) According to Algorithm , G, implements a counter that counts the number
of occurrences of events of ¥; replaced with events of other subnets SN;, for j # .
If an event is reported through the attacked subnet SN;, the counter is reset, and
if the counter reaches n;, then an event of the attacked subnet SN, is forced to
be reported after the occurrence of any event in ¥;. Thus, since Gg = |;er,Gp,
and Gy = G|G,||Ga,,||Gp, for any sequence sy € L(Gp), there does not exist a
subsequence t; such that ||PZEZ_(PZEUEP (ty))]] > n; and PEE:W(PEE:JE” (ty)) = g, for
all © € I,,. Thus, Condition C3 is satisfied for any frpr obtained from G;.
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(=) The proof is carried out by finite induction on the length of the sequences s €
L(G). Let fgr be an event replacement function that satisfies Conditions C2 and
C3. Let s = 0109 ...01 and fgr(s) = § = 6103 ... 0%, and consider that there exists
a sequence sy; = 01010909 . .. 0,0k € L(Gyr). Let us now prove that for any sequence
sopy1 € L(G) and 56441 € X5 such that Conditions C2 and C3 are not violated,
sequence $p0x+10k+1 € L(Grr). Let oy = faur(zonr, Su) = (x’,xo,“x’a,x’ﬁ). Since,
Gu = G||G||GapllGp, then, o441 € Ty, (2h,) N X, Thus, there exists a state
2y = fu(@hy, on1) = (27, 20, 20, 75) where Iy, (@) € ¥,. Since Condition C3
is satisfied, there does not exist a subsequence ¢ € ¥* of s, such that || Py (t)[| > n,,
for i € I, o341 € t, and fpr(s) = utv, with ||a]| = |lul|, |t = ||, rxs1 € t, and
PZE;’M (t) = . Then, according to Algorithm , Gr1 € Pgy(23). In addition, since
fEer satisfies Condition C2, 641 € I, ((2”, 2g11,27)). Thus, 6441 € I'g,, (2,) and
SMOk+10k41 € L(Ghr).

To conclude the proof, let the initial state of G be given by zoy =
(20, Z0,4s o, Top). Note that since Gy = G||G,||Ga,p||Gs, then any o € I'¢(z0) also
belongs to I'g,, (zo,n). Thus, o € L(G ). Let @y = far(woar, 0) = (2", %0, 2,0, 7).
Note that I'g,(z,) = ¥, and I'g, ,(70.) = X,. In addition, to satisfy Conditions
C2 and C3, I'g,(23) = 3, if 0 € X; with n; > 1 or 0 € g, or T'g,(73) = B p,, if
o € Y; and n; = 0. Thus, 06 € L(G)y) for any & satisfying Conditions C2 and C3.

U

In the following example, we show that there may exist a frgr represented in G,

that does not satisfy Condition C1.

Example 4.7 Consider automaton G that models the behavior of the CPS presented
m Example with X¢ = {4}. The events are separated according to the trans-
mission subnets as Xy = {a,d} and X9 = {b,c}. Let us consider that subnet SNy
is vulnerable to eavesdropping attacks. Also, let us consider function fpr extracted
from Gy in Example [4.6, modeled by automaton Gp depicted in Figure[4.13.

Note that, after the sequence sp = bd,dc, Gp reaches state 16. In this case, the
system has executed PEEUEP(SP) = bd, reaching the secret state 4 of the plant, while
the defense mechanism communicates PEE:JE” (sp) = § = dyc,. Since the attacker
observes only the events communicated through subnet SNy, the attacker observes
R

does not protect the secret.

(5) = d, and estimates that the system is in state 4, which shows that this fgr

According to Condition C1, since the defense mechanism reports an event im-
mediately after the occurrence of a plant event, the states of Gy that represent that
the secret is revealed to the attacker are the states xpr € Xprq for which the first
component x € Xg and the third component satisfies o € 2%5. In Figure
we present automaton Gy with states 16 and 18, highlighted in red. These are the

states of Gy in which the secret is revealed to the attacker. Thus, if Gp obtained
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Figure 4.13: Automaton G, of Example States 16 and 18 represent the states
in which the secret is revealed for the attacker.
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from Gy has state 16 or 18, then the event replacement function fgr extracted from
Gp does not satisfy Condition C1. In the sequel, we present a method to satisfy
Condition C1, when possible. 0

In order to obtain an automaton that represents all frgr satisfying Conditions
C1-C3, it is necessary to eliminate from (G, the states where the system has reached
a secret state of Xg and the intruder is certain that a secret state has been reached,
obtaining a new automaton Guy. ITtis important to remark that, after the elimination
of these states, two types of undesirable states may emerge in automaton G (1)
states Ty = (7,7, T4, ¥5) € Xar1 such that I'g(z) # g, (zar), which implies that
the event replacement function obtained from G}, disables a plant event, which
is not possible since the obfuscator is a passive device; and (ii) states in Xpo
without feasible events, which represents that there is a plant event that cannot be
obfuscated. If any of the two types of states is observed in Gy, there exist event
replacement functions represented in Gy, that are not admissible, i.e., that cannot
be realized. Thus, it is necessary to eliminate these states from G, obtaining a
new automaton denoted as G4, which represents all admissible event replacement
functions. Automaton G4 = Prune(G s, Xg) is obtained according to Algorithm ,
where Xp = {zy = (7,2,,20,25) € Xy : v € Xg, 2, = 20,74 € 2%5, 25 € Xp},
that represents all states of X, that reveal the secret, violating Condition C1.

In line 1 of Algorithm [7] all states of G, = Gy that reveal the secret to the
attacker are eliminated, generating automaton G,. Then, in line 2, the accessible
part of G}, is computed, generating automaton Gin. In line 3, a binary variable v
is initialized as 1. In lines 4 to 18, we recursively eliminate states of Gin such that
a feasible event of the plant is disabled by the event replacement function (lines 7
to 9), or that there is a plant event that cannot be obfuscated (lines 10 to 12). The
elimination of states continues until there are no more undesirable states in Gin,

which is verified in line 15. Finally, in line 19, G4 = G, is obtained.

Theorem 4.2 Let Gy = (Xp, 2 U X, fu,zom) = G|Gl|GaypllGs and G4 =
(X4, 2 UZX,, fa,x04) = Prune(Guy, Xgr). Then, G4 is different from the empty
automaton if, and only if, there exists a frr(s) which satisfies Conditions C1, C2,
and C3 for all sequences s € L(G).

Proof: Since Gy = G||G,||Ga,pl|Gs, then Gy cannot be the empty automaton.
In addition, according to Theorem G represents all fpgr(s) which satisfies
Conditions C2, and C3 for all sequences s € L(G).

(=) The proof is carried out by finite induction on the length of the sequences s €
L(G). Let s = 0109 ...0% be any sequence of length k generated by the plant, and

let us assume that there exists a sequence of events sy = 01651099 ... 0,0, € L(G 4)
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Algorithm 7: G,y = Prune(Gin, Xprune)-

1 Compute G}, by eliminating from G;, all states z;, € Xprune;
2 ém - AC(G;n) - (XHM YU Epa fim fo,m);

3 v+ 1;

4 while v =1 do
5 Xoid < Xin;

for each z;, = (v, x,, x4, 25) € X;, do

6
7 if 2, =x0, and Ty (7in) # T'g(z) then
8 ‘ Eliminate z;, from X'm;
9 end

10 if 2, # wo, and Ty, (24,) = ) then

11 ‘ Eliminate z;, from Xm;

12 end

13 end

14 ém — Ac(ém);
t

15 | if X4 = X, then
16 ‘ v+ 0

17 end

18 end

19 Gy — Gin,

that maps the sequence of events of the plant s. Thus, sequence s is obfuscated as
sequence § = frr(s) =0103 ... 0y for transmission. Let us now prove that, according
to Algorithm [7], there exists in G4 an obfuscation mapping for any sequence soj1 €
L(G). Since s4 € L(G4), then there exists state x4 = (z, 2, Za,23) € X4 such
that x4 = fa(zo.a,s4). Since, according to lines 7 to 9 of Algorithm , all states
Tin € Xy such that Ty (xin) # Te(z) are recursively removed from G, before
the computation of G4, then ', (z4) = I'¢(z). Thus, all sequences sop1 € L(G)
are mapped in Gy, i.e., S40,41 € L(G4). Since in lines 10 to 12 of Algorithm [7] all
states x;, € Xy such that Fém () = (0 are removed from Gm, then there exists
a sequence SA0k110k+1 € L(Ga), i.e., sSopi1 is obfuscated as fpr(sori1) =S0ki1
for transmission. In order to conclude the proof, note that since G4 is not the
empty automaton, then G4 has an initial state zo g = (2o, %o, T0.a, Zos) that has
not been removed by Algorithm , which implies that I'¢, (z0.4) = Ta(z0). After
the execution of any event o in I'¢(z), a state xp = (z,2,, 0., 23) is reached.
According to Algorithm [7, T'c, (z4) # 0, and the proof is concluded.

(<) Let us suppose that G4 = Prune(Gy;, Xg) is the empty automaton and
there exists a frr which satisfies Conditions C1-C3 for all sequences s € L(G). Note
that, according to Theorem 4.1 G)s represents all fgp that satisfy Conditions C2
and C3. Then, in line 1 of Algorithm 7], only the states that contradict Condition C1

are removed. Note that ém has all fgr that ensure that the secret is not revealed,
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Table 4.2: Upper bound in the number of states and transitions of automata G, G,
Ga,p, and Gﬁ.

No. of states No. of transitions
G | X | X| % [2]
G, 12 +1 (1% +1) x [¥]
Gap 2l Xl 21X 5 |2,
G | 2x[lier, (ni+1) | 2X [[iep (ni +1) [|3,] + [Ea]]

satisfying Condition C1. However, there may exist in Gy, states that belong to
X2 that do not have any possible reported event, or states in X, ; that restrict
the occurrence of feasible plant events. In these cases, there are event replacement
functions represented in Gm which are not admissible. In order to ensure that G4
has only admissible event replacement functions, in lines 7 to 12 of Algorithm [7]
only states that violate the admissibility conditions are recursively removed until
there does not exist any state that violates these conditions. Thus, if there is any
admissible frg that satisfies Conditions C1-C3, then it must be represented in G 4.
O
Note that, according to Algorithm[7] the computational complexity for obtaining
automaton G4 is equal to the complexity of computing automaton G,;. Since
Gu = G||G,||Ga,p||Gp, and an upper bound for the number of states and transitions
of G, G,, G,,p, and Gg can be obtained as presented in Table , the number of
states of G4 is O (|X] x |S] x 2% x TT,.; (n; +1)). In addition, the number of
transitions in G4 is O (| X] x |S[* x 2 x [T,.; (n; +1)).

Example 4.8 Let us consider automaton Gy, computed in Example [[.5, depicted
in Figure[4.14. Le us now compute automaton G from Gy using Algorithm [7
First, the red states 16 and 18, which reveal the secret to the intruder, are re-
moved. Then, we also remove the yellow states which: (i) become non-accessible after
eliminating the states 16 and 18 (states 17, 24, 25, 32, 33, 37, 38, 89); or (ii) repre-
sent states such that no event can be reported by the obfuscator after the occurrence
of a plant event (state 35); or (iii) states that a feasible event of the plant should be
disabled by the obfuscator (states 34 and 36). In this case, Gao = Prune(Gy, Xg),
depicted in Figure[4.15, has 27 states and 51 transitions. Since G 4 is different from
the empty automaton, then, according to Theorem [[.3, there exist functions fgg
which satisfy Conditions C1-C3. O

Theorem states that G4 is different from the empty automaton if, and only
if, there exists a fggr(s) which satisfies Conditions C1, C2, and C3 for all sequences
s € L(G). However, in this work, we consider that the useful information for the
intended receiver is the knowledge of the system current state after the execution of

any sequence of events of the plant, which means that data confidentiality must be
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Figure 4.14: Automaton G of Example[4.8] The red and yellow states are removed
by Algorithm [7}

Figure 4.15: Automaton G4 = Prune(G s, Xg) of Example .



guaranteed. In order to do so, in the next section, we present the conditions for the
intended receiver to be certain about the event that has occurred and the current
state of the system, i.e., we present the conditions for obtaining a reversible event

replacement function.

4.4 Reversible event replacement function

Let fgg, represented by Gp, be obtained from G 4. In order to recover the original
sequence of events s € L(G), the intended receiver must be able to decipher the
observed sequence of events 5 = fzr(s). To do so, a recovering automaton, G'p, can
be constructed using Algorithm

In line 1 of Algorithm , the set of states Xp is initialized as XpN X 1. In lines
2 to 16, each state xp € Xp N Xy, is explored, and for each sequence oo € XX,
if the transition fp(xp,0d) is defined, a new state 2% is created in line 5, and
the transitions related to this new state are created as follows. In lines 6 to 8, if
the transition fp(zp,&) is defined, it is updated to fp(zp, ) U {297}, otherwise,
in line 9, it gets {#%°}. Then, in line 11, fp(2%°, ) is defined as fp(rp,o5) and
the set of states Xp is updated to Xp U {2%°} in line 12. Finally, in line 16,
Gp=(Xp, XU, fp,20.p).

Algorithm 8: Computation of automaton Gp.
Input : Gp = (Xp, XU Ep, fp, ZL‘()’p).
Output: Gp = (Xp, XU, fp,20.p).

1 Xp < Xp ﬂX]V[,l;

2 for zp € Xp ﬂXMJ do

3 for (ceX)A (G €k, do

4 if fp(xp,00)! then

5 Create state xp?°;

6 if fp(zp,5)! then

7 ‘ fP(xP> )<_ fp(l‘p, )UJ{Z‘P J}
8 else

9 | fe(zp,d) < {zp7}

10 end

11 fr(zp™?,0) {f{?(l’p,O’&)};
12 Xp(—XPU{ZL’pUU}

13 end
14 end
15 end

16 GP == (XP72U2p7JEP7xO,P);

After the observation of an event ¢ € X, from a state zp € XpN X1, an

auxiliary state zp? of Gp is reached, whose unique feasible event is ¢, indicating
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Figure 4.16: Automaton Gp of Example that represents the chosen event re-

placement function fprp. States 0 and 19, highlighted in blue, represents states
that will become non-deterministic in Gp.

d,

da,

Obd

\Jap

Figure 4.17: Automaton Gp of Example . States 0 and 19, highlighted in blue,

are non-deterministic states.

to the receiver the plant event associated with &. By following G'p, the receiver can

infer which plant event may have occurred after the observation of a reported event.

Example 4.9 Consider automaton G4 computed in Example[{.§ and let us extract
from G4 a function frr by following the steps of Algorithm [0 Automaton Gp,
depicted in Figure models the extracted function fgg.

Let us compute automaton Gp from Gp by following the steps of Algorithm @
In line 1, the set of states Xp is initialized as {0,5,7,15,19}. In lines 2 to 16,
each state xp € {0,5,7,15,19} is explored, and for each sequence o6 € XX, if
the transition fp(xp,o0) is defined, a new state x% is created. Let us consider
state 0, since transition fp(0,bd,) is defined, a new state 0°% is created in line 5.
Then, fp(0,d,) gets {0} in line 9 and, in line 11, fp(0*% . b) gets {5}. In line
12 Xp is updated as Xp = {0,5,7,15,19,0°%}. Then, since fp(0,cd,) is defined, a
new state 0°% is created in line 5. Then, since fp(0,d,) is defined, fp(0,d,) gets
{0 0%} in line 9 and, in line 11, fp(0°%, c) gets {T}. In line 12 Xp is updated
as Xp =10,5,7,15,19, 0% 0},

Algom'thm@ continues until Gp is completed, depicted in Figure . Note that
states 0 and 19 are non-deterministics, and since automaton Gp is used by the
intended receiver to discover the original plant event that has occurred, with a non-
deterministic state the intended receiver cannot be sure of the plant event that has
occurred. For example, let us suppose that the plant is in the initial state 0, and the

intended receiver observes event d,. Then, the intended receiver is not sure if the
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system has reached state 5 after event b or state 7 after event c. O

In the sequel, we show that the receiver is certain of the event o generated by

the plant, after observing a reported event &, if, and only if, Gp is deterministic.

Theorem 4.3 Let fpr be an event replacement function satisfying Conditions C1-
C3, and let Gp be the subautomaton extracted from G4 which represents the chosen

fer. Then, frgr is reversible if, and only if, Gp is deterministic.

Proof: Let zp be the current state of Gp and let o be the event generated by the
plant, and ¢ be the event reported to the receiver after the occurrence of o, according
to the fgp represented by Gp. Let us prove that, if Gp is deterministic, then event
o can be recovered from the observation of &. According to the computation of G p,
considering that zp is its current state, after the observation of &, state xp’° is
reached. Since o is the unique feasible event of 5?7, then, event o is recovered by
the receiver.

Note that, since G deterministic and, according to the computation of G'p using
Algorithm 8} [, (o5 )| = 1, then G p is nondeterministic if, and only if, there exist
G € X, and xp € Xp such that |fp(xp,a)| > 1.

Let us consider now that the receiver estimates correctly the current state of Gp,
Tp € )_(pﬂXMJ. Then, after the observation of an event & such that |fp(zp,5)| > 1,
at least two different states zp7? and 2p? % can be reached, and the receiver is not
certain whether o or ¢’ has occurred in the system. Il

According to Theorem [4.3] to obtain a reversible fgg, it is necessary to choose
Gp from G4 such that Gp, computed using Algorithm [§] from Gp, is deterministic.
In the sequel, we present a necessary and sufficient condition for the reversibility of
the event replacement function associated with Gp. In order to do so, we need to

first make the following definition.

Definition 4.1 Given a fgr represented in Gp, a state xp € Xp N Xp1 15 @
reversible-policy state (RP state) if for all 01,09 € 3, such that oy # 03, and

61,02 € 3,, if fp(xp,0161) and fp(xp,0262) are defined, then &1 # 5.

Example 4.10 Let us consider a new function fpr modeled by Gp, depicted in
Figure [{.18 Let us verify the RP states from Gp. In order to be an RP state,
first xp must be in Xyr1. Thus, we have to verify if 0,3,4,5,7,12,15,19,21 are RP
states.

Note that states 3, 4, 5, 7, 12 and 15 are RP states since there is only one active
event in each of these states. Then, there does not exist any o1,00 € X, such that
o1 # o9 such that fp(xp,0161) and fp(xp,0909) are defined. Thus, Deﬁnition

18 not violated.

61



Figure 4.18: Automaton Gp of Example that represents the chosen event re-
placement function frgr. State 19, highlighted in blue, represents the state that is
not an RP state of Gp.

Now, regarding state 0, note that fp(0,bd,) and fp(0,ca,) are defined, but d, #
a,. Regarding state 21, note that fp(21,ba,) and fp(21,cb,) are defined, but a, # b,.
Howewver, considering state 19, highlighted in blue in Figure fp(19,bd,) and
fp(19,cd,) are defined, b # c but d, = d,. Thus, state 19 is not an RP state. d

Theorem 4.4 Gp represents a reversible fpr if, and only if, all states xp € Xp N
Xwrg are RP states.

Proof: (<) If all states xp € XpN Xy are RP states, then for all 01,09 € 3, such
that oy # oy, there do not exist 1, 65 € X, such that fp(xp,0161) and fp(xp, 0202)
are defined and &, = &». Then, Gp, obtained according to Algorithm [§] from Gp,
is deterministic, since the condition of line 6 of Algorithm [§] is always false, and
|fp(zp,d)| = 1, resulting in a deterministic transition function fp. Thus, according
to Theorem [4.3] G'p represents a reversible frg.

(=) Assuming that zp € Xp N X, is not an RP state, there exist 01,09 €
¥, such that oy # 09, and there exist 71, 6, € X,, such that fp(xp,0161) and
fp(zp,0909) are defined and 61 = 5. In this case, Gp, obtained from Gp according
to Algorithm [§ is nondeterministic, and according to Theorem [4.3] the receiver
cannot be certain about which event o has occurred after the observation of &,
which means that Gp does not represent a reversible fgg. O

In some cases, a state x4 € X4 N X1 of G4 is not an RP state of any Gp
obtained from G 4. In these cases, x4 is called a non-RP state (NRP state). In the
cases that x4 can be an RP state of a chosen Gp, G4 is called a possible RP state
(PRP state). In the following, we present an example to illustrate a PRP state and
an NRP state.

Example 4.11 Let us consider automaton G 4 computed in Example[{.8. Since Gp
is computed from G 4 by following the steps of Algorithm|[@, in line 3, the transitions
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of the states xpo € Xpo are removed until |U'gy (xp2)| = 1, there is only one
feasible event for each state xp0 € Xp.

Now, let us consider state 0 from G 4, depicted in Figure[4.15 Note that after the
occurrence of event b, G 4 reaches state 1, and ', (1) = {a,, b,, ¢y, d,}. In addition,
after the occurrence of event ¢, Ga reaches state 2, and I'c,(2) = {a,,b,,c,,d,}.
Then, it is possible to obtain a Gp in which I'¢,(1) = {a,} and I'¢,(2) = {c,}.
Thus, 0 is a PRP state.

Now, let us consider state 19 from Ga4. After the occurrence of event b, G4
reaches state 27 and ', (27) = {d,}, and after the occurrence of event ¢, Ga
reaches state 26 and I',(26) = {d,}. Thus, since for any Gp that contains state
19, fp(19,bd,) and fp(19,cd,) are defined, b # ¢ and d, = d,, then 19 is an NRP

state.

The problem of verifying if a state x4 € X4 N X1 is a PRP state is equivalent
to the problem of verifying the existence of a CDR for the family of sets F' =
{Fi,...,Fpn}, wherem = |T'g,(za)| and F; = Tq, ((fa(za,0:))), with oy € T, (z4),
for i =1,...,m. According to Theorem x4 is a PRP state, if, and only if, for
all B e 2 |B| < | Uicn FZ’ Note that if a state of X4 N X1 is not PRP, then it
is an NRP state. Thus, automaton G, that models all possible reversible fgg, is
computed by following the steps of Algorithm [9] In line 1, the set Xypgp is created
with the elements x € X4 N X,/ ; such that z is an NRP state. In line 2, automaton

', is created and gets G 4. In lines 3 to 7, the NRP states are removed recursively
using Algorithm [7} In line 4, Gou = Prune(G,) is computed. In line 5, the set
Xnrp is computed again such that Xygpp = {z € Xyue N X1 such that z is an
NRP state}, and in line 6, G'; gets Guy,. Finally, in line 8 Gp = G’; is obtained
with no NRP state. Thus, if G is not the empty automaton, all states of G that
belongs to X1 are PRP states.

Algorithm 9: Computation of automaton Go.
Input H GA = (XA, YU Ep, fA,ZEQA).
Output: Go = (X0, X UX,, fo,20,0).

1 Xyrp ={x € XaN Xy : 2 is an NRP state};

2 G/A < GA;

3 while XNRP 7£ @ do

4 Gauw - (Xau:m YU Epa fauwa :L‘O,aux) - Prune(Gfm XNRP);
5 Xnrp = {2 € Xguz N X1 @« is an NRP state};

6 G:4 — Gauz;

7 end

8 Gp + G;‘
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Theorem 4.5 G is different from the empty automaton, if, and only if, there
exists a fgr such that Conditions C1-C4 are satisfied.

Proof: Similar to the proof of Theorem [£.2]

Note that, since all states o € Xo N Xy, are PRP states, then it is possible
to choose, for each event in ', (z0), a different event in X, to be reported. This
guarantees that we can obtain from Gp an automaton G p such that all its states
are RP states. The Edmonds-Karp algorithm [82], can be used to choose different
reported events for the feasible events of a state xp € XoMN X, with computational
complexity O (|Z| x |X,]?). Thus, Gp can be computed from G with complexity
O (1 Xasa| % 5] x [5,[2).

Example 4.12 Consider automaton G 4 computed in Ezample[{.8, and let us com-
pute automaton Go, by following the steps of Algorithm[9. In line 1, the set Xyrp
is created as {19}, since state 19, represented in blue in Fz'gure 1s an NRP state
as presented in example . In line 2, G’y = G4, and in line 3 is verified that
Xnrp = {19} is different from the empty set. Then, in line 4, Goue = Prune(G'y) is
computed, and state 19 is removed. In addition, states 26 and 27 of G'y, represented
m gray in Figure become non-accessible after the elimination of state 19 and
are removed in the computation of Gyy,. In line 5, the set Xygp s computed again,
and since there does not exist any NRP state, then Xyrp = 0. Finally, in line 8
Go = Gy, depicted in Figure is obtained with no NRP state. Since Go is not
an empty automaton, according to Theorem [{.5, there exists a frr which satisfies
Conditions C1-C4 for all sequences s € L(G).

Now, let us extract from Go a frr using Algorithm|[6. In line 3 of Algorithm 6,
for each state xpro € Xaro, one event e € X, is chosen as the obfuscation event so
that U, (xpmz2)| = 1. To do so, we have to investigate each state xprq € Xpn and
choose the events for states xpo € Xpro. This choice is carried out with Algorithm
[l Let us consider state 0, since fo(0,b) =1, and fo(0,c) = 2, then F = {Fy, 5},
where Fy represents state 1 and Fy represents state 2. In addition, Iy = I'g,(1) =
{ap,b,,¢,,d,} Fo =T, (2) ={a,, by, c,,d,}, and S = {a,, by, c,,d,}. Then, in line
1 of Algorithm [1|, the vertex for Fy and Fy are created, and, in line 2, the vertex
for a,,b,,c,, and d, are created. In lines 3 to 5, the vertex that represent F is
connected to a,,b,,c,, and d,, labeled with 0/oco, and the vertex that represent Fy is
connected to a,,b,, c,, and d,, labeled with 0/oco. In line 6, a source vertex, sg, is
created, and, in lines 7 to 9, sg is connected to I and F,, each connection labeled
with 0/1. Then, in line 10 a destiny vertex, dy, is created, and in lines 11 to 18

ay,, by, c,, and d, are connected to dy labeled with 0/1. This steps are represented in

Figure [{.21]
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Figure 4.20: Automaton Gy of Example m
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Figure 4.21: Initial configuration of the Edmonds-Karp algorithm applied to choose
the events to obtain Gp.

Figure 4.22: Final configuration of the Edmonds-Karp algorithm applied to choose
the events to obtain Gp.

Then, in lines 14 to 19 the choice of the events associated with states 1 and 2 is
performed. First, the shortest path from sqo to dy must be selected. In this case, there
are several paths with the same length. Thus, let us choose (sg, F1,b,,dy). Then,
according to line 16, the label of the connection from so to Fy is updated to 1/1.
According to line 17, the label of the connection from Fy to b, is updated to 1/o00,
and, according to line 18, the label of the connection from b, to dy is updated to 1/1.
Then, since the label of the connection from sy to Fy and from b, to dy are 1/1, then
it is not possible to connect sy to Iy nor b, to dy again.

Now, let us choose the shortest path paths (so, F»,d,, dy), and update the labels
according to lines 16 to 18. Figure represents how the choices have been made,
i.e., {b,} was chosen to Fy and {d,} was chosen to Fy. The blue arrows are high-
lighted to represent the paths already defined.

This procedure 1is repeated for the other states xy1 € Xaq of Go in which
Tao (@] > 1, de., states 21 and 23. Then Algorithm [6 is completed and Gp is
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Figure 4.24: Automaton Gp of Example m

obtained, depicted in Figure [{.23,

Let us now compute the automaton Gp with Algorithm @ Note, in Figure
that G p is a deterministic automaton. Thus, according to Theorem@ the function
fer modeled by Gp is reversible and Conditions C1-C4 are satisfied. In order to
illustrate it, note that after the occurrence of sequence s = bdacd, the system reaches
the secret state 4, and s is obfuscated as § = fgr(s) = b,a,d,bya, for transmission.
Then, the attacker observes PEZPUE”(é) = a,dya, estimating that the system is in state
1, 2 or 3, while the receiver, using automaton Gp recovers sequence s = bdacd and

infers that the system s in state 4. ([l

In the following, we present the computation of a function fggr that satisfies
Conditions C1-C4 for the practical example of the submarine that intends to engage
a naval fleet presented in Example

Example 4.13 Let us consider the situation presented in Example [{.1], where the
naval fleet behavior is modeled by automaton G, depicted in Figure [{.25 In this
exzample, the states have been renamed as presented in Table [f.1]

In Example an enemy submarine seeks to discover when the anti-submarine
ship informs the command center that it is broke down. The communication net-
work 1s segmented so the anti-submarine ship communicates with the command cen-
ter through subnet 1, the antiaircraft ship communicates with the command center
through subnet 2, and the general application ship communicates with the command
center through subnet 3. Thus, the event set is partitioned as ¥ = ¥ U Yo U X3,
where 1 = {b1,r1}, Xo = {ba, 12}, and T3 = {bs,3}. It is shown, in Ezample [§.1]

that if the submarine successfully invades subnet 1, he/she can discover when the
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Figure 4.25: Automaton G representing the naval fleet from the external observer
perspective. The red states are the secret states.

Figure 4.26: Automaton G, for Example m

anti-submarine ship is broke down. Thus, let us compute a function fgr to ensure
CSO while also maintain CSU.

To do so, first, we must compute automata G,, G,,, and Gg. G, is computed
by following the steps of Algorithm [f] and is depicted in Figure [{.20, where ¥, =
{b1p, 10, b2p, T2, b3p, 73, . Automaton G, is the same as G, with events by and
r1 relabeled as by, and r1,, respectively, and is depicted in Figure . Since the
vulnerable subnet, in this example, is SNy, Automaton Gz = Gp,, depicted in Figure
/.28, is computed by following the steps of Algorithm [3, and in this exzample, we
consider nqy = 1.

Next step is to compute automaton Gy = G||G,||Ga,,l|Gs, from which all func-
tions fer that satisfy Conditions C2 and C3 can be extracted. In this case, Gy
has 160 states and 664 transitions and is omitted. Then, to satisfy, also, Condition
C1, automaton G4 = Prune(Gy, Xg) is computed. In this example, G has 96

states and 360 transitions. Then, to also satisfy Condition C4, Go must be com-
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Figure 4.27: Automaton G, , for Example
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E/J b?pa 20, b3p7 T3p

Figure 4.28: Automaton G = G, for Example m

puted by removing the NRP states from G 4, by following the steps of Algorithm [9
In this case, there does not exist any NRP state. Then, consequently, Go = G 4.
Finnaly, it is possible to obtain Gp by following the steps of Algorithm [0 In this
example, Gp was chosen such that it has 48 states and 72 transitions. In this Gp,
after the occurrence of event by, the only feasible event is ri,, after the occurrence
of event r1, the only feasible event is by,. In addition, after the execution of by, ro,
bs, and r3, the only feasible events are, respectively, ba,, 12,, bs,, and rs,. In this
case, automaton Gp, computed with Algorithm @ has 48 states and 72 transitions
as well. For example, if the general application ship breaks down, get repaired and,
in the sequel, the anti-submarine ship breaks down, the events communicated to the
command center are s = baroby. This sequence of events is obfuscated with function
JeR @8 fEr(s) = 8 = byyropriy. In this case, the enemy submarine observes sequence
Pzzap’p(é) =11, and estimates that the anti-submarine ship has been repaired when it

18 broke down. Thus, the defense mechanism has protected the naval fleet. 0

4.5 Concluding remarks

In this chapter, we have presented a method to allow the intended receiver to recover
the original message. In addition, a necessary and sufficient condition to ensure
that a function fgr is reversible has been provided, i.e., a necessary and sufficient
condition for the receiver to be able to completely recover the sequence of events
generated by the plant. Finally, we have presented the methodology to synthesize
the obfuscation map, which represents all reversible frr. In the next chapter we

present the next steps in this research.
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Chapter 5
Conclusion and Future Works

In this work, we propose to enforce current state opacity (CSO) of the system
to protect the system secret, modeled as secret states while using the automaton
formalism. In addition, we consider a new notion of utility, called current state
utility (CSU), in which the intended receiver must be certain of the current state of
the system after the communication of any event. In order to achieve CSO while also
ensuring CSU, two strategies have been proposed. The first one is based on network
segmentation, where the network segmentation is applied with the aim of enforcing
CSO in each of the subnets. Thus, if an attacker invades one of the subnets, the
secret is safe. In addition, since the intended receiver gets the information from
all the subnets, the intended receiver have all the information to be certain of the
system current state, i.e., the CSU is ensured [77]. The second strategy must be
used in a segmented network and is based on cryptography and routing control,
called multipath event routing. The defense mechanism chooses how to replace an
event and through which subnet the replaced event is transmitted in a manner that
CSO and CSU are ensured [27].

The strategy to implement the network segmentation with the aim of achieving
CSO consists of partitioning the set of observable events such that the system is CSO
with respect to each subset of the partition, called partition subset (PS). We defined
the problem of finding a partition of the event set, such that the system is CSO with
respect to each one of the PS, as the segmented network current-state opacity (SN-
CSO) problem. Since the cost of implementation of a segmented network increases
with the number of isolated subnets, then it is desirable to find a partition with
the minimum number of PS satisfying the SN-CSO problem. Thus, we defined the
problem of finding the partition of ¥ with the smallest possible number of PS, called
the optimal segmented network current-state opacity (OSN-CSO) problem. We also
shown that the solution to the OSN-CSO has a high computational cost, thus, we
presented a greedy algorithm to compute a sub-optimal solution to the SN-CSO

problem. In addition, we presented a sufficient condition for non-opacity of the
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system that mitigates the computational cost of verifying the opacity of the system.

For the multipath event routing, we presented a method to obtain an automaton
in which all event replacement function that ensures CSO are represented. In ad-
dition, a necessary and sufficient condition for the existence of a event replacement
function that ensures CSO. Then, we presented a method to obtain an automaton in
which all event replacement function that ensures also CSU and a necessary and suf-
ficient condition for the existence of an event replacement function that also ensures
CSU.

The main contributions of this work are described as follows:

e We present a greedy algorithm to find a sub-optimal solution for the SN-CSO

problem;

e We present a sufficient condition to verify the non-opacity of the system, mit-

igating the computation os the sub-optimal solution;

e We present a necessary and sufficient condition for the existence of an event re-
placement function that ensures current-state opacity of CPS with segmented

network satisfying Conditions C1-C3;

e We present a recovering automaton to allow the intended receiver to be able

to recover the original sequence from the transmitted sequence of events;

e We present a necessary and sufficient condition for the existence of a reversible
event replacement function that ensures current-state opacity of CPS with

segmented network satisfying Conditions C1-C4;

e We have implemented the methods in python. The source codes are available
in [85].

The results of this thesis have been published or submitted for publication. In

the sequel we preset the contribution related to this work.

(i) Network segmentation with the aim to ensure CSO [77];

(ii) Verification of the existence of an event replacement function that ensures
CSO [80];

(iii) Synthesis of an event replacement function that ensures CSO [55];

(iv) Synthesis of a reversible event replacement function that ensures CSO [27];
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In some cases, the strategy presented in this work may not achieve a reversible
obfuscation policy using event replacements. Thus, this raises questions about the
possibility of using other obfuscation mechanisms, such as the insertion of events.
In addition, other notions of utility may also be addressed, such as diagnosability.
If the notion of utility is related to diagnosability, CSU is not necessary, thus, other
approaches may be used. Also, in this work, we do not consider delay of transmission
nor loss of observation. Thus, it can be addressed in future works.

The next steps of this research can be summarized as follows.

(i) Investigate the insertion of events to enforce current-state opacity with re-
versible event replacement functions. Propose a defense mechanism that sat-

isfies Conditions C1-C4 using insertion and replacement of events;

(ii) Relaxing the current-state utility and investigate the adoption of event re-
placement functions to protect systems while the intended receiver remains

capable to diagnose the fault occurrences;

(iii) Investigate the use of reversible event replacement functions is systems with

delay and loss of observation.

(iv) Investigate the use of event replacement functions to ensure current-state opac-
ity and current-state utility in segmented networks when events can be trans-

mitted through more than one subnet.
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